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IXxLoad — TecT IPSec (IPSEC) n
CeteBoro [loctyna (Network Access)

ObecneybTe NNaBHbLIN Nepexon Npu pocTe C NOMOLLbIO TECTUPOBAHUSA Nepes pa3BEPTbIBAHMEM
(Pre-Deployment Testing)

NMpobnema: YnpaBneHne pocTomM 4Yyncna aboHeHTOB U
rapaHTum SLA (SLA Guarantees)

PocT uncna aboHeHTOB 1 CTpeMnUTENbHOE pacLUMpeHne CnekTpa yCryr CO34aloT CEPbE3HYI0 HAarpy3Ky Ha
cyuiecTByoLwme cetn goctyna. lNocrasLumkm ycnyr ¢ TpygoM CrpaBnsaloTcs C ynpasneHveM cetamu, Tpebyowmmm
TWaTenbHOro NnaHMpoBaHMsa éMKocTu 1 nepexoda Ha IPv6 (IPv6 transitioning). OgHako npu Hannynn aboHeHToB —
OT YaCTHbIX LUMPOKONONOCHBIX Norb3osaTenen, npumensowmnx PPPoE nnv DHCP, o yaanéHHbIX cOTpyaHMKOB,
ucnoneaytowmx IPsec (IPsec), n npegnpusatui ¢ BolAeNeHHbIMY apeHA40BaHHbIMU NIMHUSAMW, — KPaWHEe CITOXHO
OLEHUTb BIIMSIHNE HECTAabWMNBHOCTM CETU B MpoLecCe e€ paclumpeHns. YnpaBnsieMbli poCcT O3Ha4aeT
npegoTBpalleHne cboes n dnonos nHTepdencos (interface flaps), a Takke KoHTponb kavecTBa paboTbl (Quality of
Experience, QoE) ans ycnyr peanbHOro BpemMeHn n GusHec-KpUTUYHBIX CEPBMCOB NO Mepe pasBUTUS CETU JOCTyna.

PeweHue: MacwTabupyemoe aMmynsiLMoOHHOe TeCTUpPOBaHue
ans obecnevyeHns AUHAMMUYHbIX U HAAEXHbIX ceTeNn
pocTtyna

[ns BbicokONpou3BoaUTENbHBIX MyrbTUCEPBUCHBIX ceTen (multiplay networks) noctasLumkn ycnyr HyxgarTcs B
Banvaauun nepeg pasBEpTbiBaHMEM, BKIHOYAKOLLEN peanMcTMYHOe MogenpoBaHue AMHaMU4eckoro nosegeHns
aboHeHTOB npu goctyne kK cetam. TectoBoe pelleHne IxLoad Network Access and VPN npegoctaBnsaet 6oraTbi
Habop aMynsUMN C QUHAMUYECKUM NoBeaEHNEM UHTEPENCOB, A00aBNSAA HOBOE N3MEPEHME peanvama npu
TeCTUpPOBaHUN YCTPOWNCTB C NOAAEPXKKOW aHanu3a npunoxeHui (application-aware devices).

KnioueBble npenmyuwiectBa (Highlights)

ObecneyeHre NNaBHOro pa3BEPTbIBAHUA NYTEM TECTUPOBAHMS B YCITOBMSAX pearbHbIX CLIEHApueB CeTU JocTyna —
CMeLLaHHble TUNbl abOHEHTOB Ha OAHOM KaHarne u MmyrnbTucepBucHble yeryru (multiplay services) yepes
3MYNUPOBaHHbIX aBOHEHTOB

HarpysouHoe TectnpoBaHue n namepenme KPI (Key Performance Indicators) ynpaBneHus aboHeHTamm
OueHka rotoBHocTU K IPv6 — obpaboTtka IPv4, IPv6 u nepexodHbix TexHoMNormi, Taknx kak 6RD/DSLite

Ob6ecneyeHne HaaéxHoro cepsuca 1 kadectsa obcnyxusaHus (QOE) aboHEHTOB NMyTEM xapakTepUCTUKU
NPOU3BOANTENIBHOCTU MYTIbTUCEPBUCHBIX YCIYT B PA3NUYHbIX TEXHOMOIMSIX CETEBOrO A0OCTYyNa

KnioueBble hbyHKunmn (Key Features)
PeanuctuyHoe mogenvpoBaHue AMHamMU4eCcKon YyCTaHOBKU U pa3pbiBa MHTepdercoB (interface setup and tear-
down), cBAA3aHHbIX C amMynsiunent aboHeHTOB

MopgenupoBaHue ceTeBbIX «OTKMoYeHnn» (blackouts) n «gerpagaumny (brownouts) n oueHka BAMAHMA
HecCTabunbHOCTW CETU Ha NPOU3BOAUTENBHOCTL NpUIoXxeHun n QoE aboHeHTOB
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Koppensaunsi nponsBoamTenbHOCT Ha YpoBHe npunoxeHuin (application-layer performance) ¢
NpOn3BOANTENBHOCTBIO MAOCKOCTY yNpaBneHus cetu (network control-plane performance)

NoapepxuBaemble TexHonormm cetesoro goctyna n VPN
(Network Access and VPN Technologies Supported)

TexHonorus (Technology) MpoTtokonbl (Protocols)
;Ucvclzp;oslg;nonomblﬁ poctyn (Broadband DHCP, PPPOE, PPTP, L2TP 1 GRE
Mepexoa Ha IPv6 (IPv6 Transitioning) DSLite, 6RD n SLAAC
AytenTudmkaumsa (Authentication) 802.1x, EAP over UDP 1 NAC
BesonacHocTb/VPN (Security/VPN) IPsec

AvHamunyeckasa nnockoctb ynpaBneHusa (Dynamic Control
Plane, DCP)

DCP gnHamuyecku co3gaéTt n yaanseT nHtepdencsl B npouecce TectupoBaHus. C DCP kaxgpbin uHtepdenc
€030aéTCs COBMECTHO C HOBbIMW abOHEHTaMu, 1 TpadurK NPUIOXKEHUIN HAYNHaAETCH cpasy Nocne HacTPOWKK
uHTepdencos, BOCNPOU3Boaa NoBedeHNne aboOHEHTOB B pearibHbIX YCNOBUSX.

MNetworkl N
- I 2 a
P HK | 2

Stack-2

% DHCP Client-1 J
8 magwvian-2

Interface Behavior
(¢ Create Interface at the start of the test

(" Create Interface with User

(" Create interface at the start and teardown at the end of the command list
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3My]'|VIpOBaHHbIe nonib3oBaTenM NOAKNIOYaTCA/OTKNIOYAOTCS OT CETU ANHAMUYECKU, KaK B peanbHbIX yCNnoBuUAX.

Apply Config Run-time

Ramp up )L Sustain )LRamp down

A

>

-l
|‘

Simulated
Users

1. Test begins, interfaces comes up ‘ Time
DYNAMICALLY as users are spawned
and traffic associated with those
users begins to flow

No interfaces
are brought up

.-v--‘______v_________

during the
) Applﬁ ic;nﬂg 2. If the user leaves the test, interface is
e P " torn down DYNAMICALLY
a <

DCP onucbiBaeTcsi B KOHTEKCTE BPEMEHHOW LKarnbl TecTa (test timeline).

MNMopor oTka3sa cetu (Network Failure Threshold, NFT)

NFT pa6otaeTt coBmecTHO ¢ DCP 1 no3sonsieT IxLoad npogomnkaTb BbIMOMHEHWE TECTOB AaXe B Cryvyae oTkasa
HEKOTOPbIX UHTEPKENCOB B X04€e TECTUPOBAHUA. [opor oTkasa KOHTPONMPYET AOMYCTUMOE KONMYecTBo cOoeB, npu
NPEBbILLIEHNN KOTOPOro TECT NpepLIBAETCA.

CeteBble pyHkuuu (Network Features)

» Co3gatb nHTEpdENC B Havane TecTa (ctatmyeckun pexum / static
mode)
» Co3gatb nHTEpPdENC BMECTE C Nonb3oBaTenem

° YpanuTb nHtepdenc BMmecTe ¢ nons3osartenem (Teardown
interface with user)
» Co3pgatb MHTepdenc B Havane n yaanuTb B KOHLE CNMcKa KOMaHz

Pexxumbl UHaMUYeCKON NNOCKOCTH
ynpasneHusa (Dynamic Control Plane
Modes)
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Mopor oTkasa cetn (Network Failure * MakcmanbHbIN NPOLIEHT OTKa30B ceTeBbIX MHTepdencos (network
Threshold) interface failures), ponyctTumbIn ons NpoAomKeHNst Tecta

« DHCP
* PPPoE
« PPTP
« L2TP

* |Psec

MopnepxuBaemMble ceTeBble MPOTOKONbI
(Supported Network Protocols)

*HTTP

*FTP

* IMAP
MopaepxunBaemble NPOTOKONbI « POP3
npunoxexun (Supported Application * SMTP
Protocols) * DNS

* StetelessPeer

* RTSP

* SIP

TexHn4yeckue xapakrepuctukm (Specifications)

IPsec
Moppepxka IP (IP Support) IPv4 n IPv6
Omynsums (Emulation) Pexxum nHnymnatopa n otBet4mka (Initiator and Responder mode)

* HamBbicwas B oTpacnm NpomM3BOAMTENBHOCTbL U EMKOCTb C
annapaTtHbiMy nnatgopmamm CloudStorm n PerfectStorm
(CloudStorm and PerfectStorm hardware families)
* MNMoppepxkka 6onbLWMHCTBA NOMYNSAPHBIX anropuTMOB
LWMdPOBaAHMSA, XELLMPOBAHUA N ayTeHTUdUKaLUn
* [MonHbIN Habop MeToaONOMMIN 3TANOHHOrO TecTMpoBaHus IPsec
(IPsec benchmarking test methodologies) — IPsec QuickTests
* NamepeHue nponsBoanTEenbHOCTM U EMKOCTU MITOCKOCTH
ynpasneHus (control plane) n nnockoctu gaHHbIX (data plane)
* (eHepauua peanbHoro Tpaduka NpUNoXeHMn Yepes

®yHkumm (Features) 3awmncpoBaHHble TyHHenu (encrypted tunnels)
» Onuun gMHaMNYECKON YCTaHOBKM U pa3pbiBa TyHHenen (Dynamic
tunnel setup and teardown options)
* Moppepxka IKEv1, IKEV2 n py4yHoro ynpasneHus Kno4amm
(manual keying)
* BcTpoeHHble MmacTepa HacTpoinku IPsec (Integrated IPsec
configuration wizards)
» CueHapuu canT-canT (site-to-site) n yganéHHoro gocryna (remote
access)
» KomnnekcHas guarHocTrka u CTaTUCTUKa No Kakaomy TYHHEIH0
(per-tunnel diagnostics and statistics)

*HTTP
MopaepxuBaemble NPOTOKONbI
N L *FTP
npunoxexun (Supported Application « IMAP
Protocols) . POP3
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Okcnpecc-tecTbl (QuickTests)

MeToabl ynpaBneHus kntodamm (Keying
Methods)

MapameTpsl IPsec IKE ®a3a 1 (IPsec
Parameters IKE Phasel/AUTH_SA)

MapameTpbl IPsec ®asa 2 (IPsec
Parameters Phase 2/CHILD_SA)

« SMTP

* DNS

« StetelessPeer
*« RTSP

- SIP

» CkopocTb ycTaHoBkM TyHHenewn IPSec (IPSec Tunnel Setup Rate)
+ EmkocTb TyHHenen IPSec (IPSec Tunnel Capacity)

* IPSec RFC2544 MponyckHasa cnocobHocTw/3aaepxka
(Throughput/Latency)

* IPSec RFC2544 Motepwn kagpos (Frame Loss)

* IPSec RFC2544 nutenbHas Harpy3ska (Soak)

* IKEV1
* IKEV2
» PyyHoe ynpasneHue kniovamu (Manual keying)

» OcHoBHoW 1 arpeccuBHbIn pexxum (Main and aggressive mode)
* Xaw-anroputmel (Hash algorithms):

° HMAC-MD5

° HMAC-SHA1

° AES-XCBC-MAC-96 (RFC3566)

° HMAC-SHA256

° HMAC-SHA384

° HMAC-SHA512
» Anroputmbl WwndposaHus (Encryption algorithms):

° DES

° 3DES

° AES-128-CBC

° AES-192-CBC

° AES-256-CBC

° AES-128-GCM ICV 8/12/16

° AES-192-GCM ICV 8/12/16

° AES-256-GCM ICV 8/12/16
* MHOXecTBeHHble npeanoxeHus (Multiple Proposals)
» AyTeHTudurkaumsa nonb3osatensa Xauth (Xauth user authentication)
» HasHauyeHune agpeca ModeCFG (ModeCFG address assignment)
* MpepnoxenHbinn IP-agpec IKEvV2 (IKEv2 Suggested IP address)
* [MceBoocnyyaiHble cyHKUnn (Pseudo-random functions):

° HMAC-MD5

° HMAC-SHA1

° AES-XCBC

° HMAC-SHA256

° HMAC-SHA384

° HMAC-SHA512

* AH, ESP, AH+ESP
* TyHHenbHbI pexxuMm (Tunnel mode)
* TpaHcnopTHbIN pexum (Transport mode)
* Xaw-anroputmel (Hash algorithms):
° HMAC-MD5-96
° HMAC-SHA1-96
° HMAC-SHA256-128
° HMAC-SHA384-192
° HMAC-SHA512-256
» Anroputmsl WindpposaHua (Encryption algorithms):
° NULL
° DES n 3DES
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MeTtoa ayTeHTudukaumnm
(Authentication Method)

YnpaBneHue ceptudmkaTamm
(Certificate Management)

"pynnel DH (DH Groups)

° AES-128-CBC

° AES-192-CBC

° AES-256-CBC

° AES-128-GCM ICV 8/12/16

° AES-192-GCM ICV 8/12/16

° AES-256-GCM ICV 8/12/16

° AES-128-GMAC

° AES-192-GMAC

¢ AES-256-GMAC
* MHOXecTBeHHble npeanoxeHus (Multiple Proposals)
» CoBeplueHHas npsiMas cekpeTHocTb (Perfect Forward Secrecy,
PFS)
» CornacoBaHve cpoka AeNCTBMSA U MOBTOPHOE COrnacoBaHune
kntoven (Lifetime negotiation and re-keying)
* IKEv1: Heckonbko Phase2 SA yepes ogHy Phasel SA (Multiple
Phase2 SAs over a single Phasel SA)
* IKEv2: Heckonbko govepHux SA yepes ogHy IKE SA (Multiple
ChildSAs over a single IKE SA)

» O6wwun kntoy (Pre-shared key)

* Ceptudmkatsl RSA, ECDSA 1 DSA:
° Kntoun 512, 1024, 2048, 4096 n 8192 6ut ana RSA
° Prime256v1, secp384r1, secp521r1 ana ECDSA

* LlenoyeuHbie ceptudukatel (Chained Certificates)

* EAP (MD5, SIM, TLS, AKA, GTC, OTP):
° EAP ¢ o6wmmu kntovamm (EAP vs. PreSharedKeys)
° EAP c ceptudmkatamm (EAP vs. Certificates)
° Tonbko EAP (EAP only)

* SCEP (Simple Certificate Enrollment Protocol — npocTon
NPOTOKON perncTpaunm cepTndunkaToB)

* CMPv2 (Certificate Management Protocol — npoTokon
ynpaBneHus ceptudukaTamm)

* CRL (Certificate Revocation List — cnuncok oT3biBa cepTudUKaToB)
* OSCP (Online Status Certificate Protocol — npoTokon oHnaimH-
NpoBEepKN cTaTyca cepTudukara)

- DH-01 (MODP-768)

- DH-02 (MODP-1024)

« DH-05 (MODP-1536)

- DH-14 (MODP-2048)

« DH-15 (MODP-3072)

- DH-16 (MODP-4096)

- DH-17 (MODP-6144)

- DH-18 (MODP-8192)

- DH-19 (ECP-256)

- DH-20 (ECP-384)

- DH-21 (ECP-512)

« DH-22 (MODP-1024-S160)
- DH-23 (MODP-2048-S224)
- DH-24 (MODP-2048-S256)
- DH-25 (ECP-192)

- DH-26 (ECP-224)

- DH-27 (ECP-224)

- DH-28 (ECP-256)

- DH-29 (ECP-384)

« DH-30 (ECP-512)
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®yHkumm IPsec (IPsec features)

YnpasneHue TyHHenamu (Tunnel
control)

Appecauusa (Addressing)

RFC

» CueHapuu cant-cant (Site to Site) n yaanéHHoro goctyna (Remote
Access)

* Pexxumbl numumatopa n oteeTumka IPsec (IPsec initiator and
responder modes)

* Moppepxka VLAN n QnQ (VLAN and QnQ support)

* NAT-T

* [MpenBaputensHasa dpparmeHTaums IPsec (IPsec pre-
fragmentation)

* Mocnepytowasa dpparmeHTaums IPsec (IPsec post-fragmentation)
* HauvanbHasa koHTakTHast Harpy3aka (Initial contact payload)

* lNMepenanpasnenue IKEv2 (IKEv2 redirect)

» Heckonbko cenekropoB Tpaduka — IKEv2 (Multiple Traffic
Selectors, IKEV2)

* IPsec noBepx GRE (IPsec over GRE)

» Heckonbko P2 nosepx P1 (Multiple P2 over P1)

* YcTaHoBKa 1 pa3pbiB TyHHenen (Tunnel setup and tear down)

* [MocTosAHHbIE U HENOCTOsIHHBbIE TYHHeNU (Persistent and non-
persistent tunnels)

» ®dnonuHr TyHHenen IPsec (IPsec tunnel flapping, dynamic
sessions)

» O6HapyxeHue mépTaoro y3na (Dead peer detection, DPD)

* MNoBTOpHasa nHMumanunsaumsa TyHHens (Tunnel Reinitiation)

» PacwmpeHHbin nopsgkosei Homep (Extended Sequence Number)
* MNoppepkka NOBTOPHOro cornacoBaHus kntodern (Rekeying support)
» Tamepbl NoBTOPHOM oTnpaBku coobweHnn IKE (IKE message
retry timers)

* NAT Traversal (NAT-T)

» CornacoBaHue cpoka gencteua — IKEv1 (Lifetime negotiation,
IKEV1)

* [MoBTOpPHOE cornacoBaHue kntoven (Re-keying)

* IPv4/IPv4

* IPv6/IPv6

* IPv4/IPv6

* IPv6/IPv4

* OOVH UIN HECKOJbKO XOCTOB 3a KaXkabIM 3MYyJIMPOBAHHbLIM
wnto3om (Single or multiple hosts behind each emulated gateway)

* YHukansHbin MAC ans kaxgoro amynupoBaHHoro wio3a (Unique
MAC per emulated gateway)

* YHukaneHbin VLAN ang kaxgoro amynuposaHHoro wio3a (Unique
VLAN per emulated gateway)

* MNopaepkka BUPTyanbHOro MapLUpyTusaTtopa — 3MyfMpOBaHHbIN
MapupyTusatop (Support for Virtual Router, Emulated Router)

* RFC 2394, IP Compression (DEFLATE algorithm)

* RFC 2401, Security Architecture for the Internet Protocol

* RFC 2402, IP Authentication Header

* RFC 2406, IP Encapsulating Security Payload (ESP)

* RFC 2407, The Internet IP Security Domain of Interpretation for
ISAKMP

* RFC 2408, Internet Security Association and Key Management
Protocol (ISAKMP)

* RFC 2409, The Internet Key Exchange (IKE)

* RFC3566, The AES-XCBC-MAC-96 Algorithm and Its Use With
IPsec
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Cratuctuka (Statistics)

* RFC 3715, IPsec-Network Address Translation (NAT) Compatibility
Requirements

* RFC 3748, Extensible Authentication Protocol (EAP)

* RFC 3947, Negotiation of NAT-Traversal in the IKE

* RFC 3948, UDP Encapsulation of IPsec ESP Packets

* RFC 7296, Internet Key Exchange (IKEv2) Protocol

* RFC 5996, An Extension for EAP-Only Authentication in IKEv2

* RFC 4304, Extended Sequence Number

» [mobanbHasa ctaTucTuka IPsec — Bce nopTbl 1 MO KaxaoMy
TectoBomy nopTy (IPsec Global Statistics, all ports and per test port)
» Ctatuctuka IPsec no tyHHensam (IPsec per Tunnel Statistics)

DHCP

Mopaepxka IP (IP Support)

Omynsaumsa (Emulation)

®yHkumm (Features)

KomaHngbl (Commands)

AreHT peTtpaHcnauum (Relay Agent)

®yHkumm IPv6 (IPv6 Features)

Tunbl KOMNOHOBLLUKA HAGOPOB ONuMi
(Option Set Builder Types)

IPv4 n IPv6
KnueHT n cepep (Client and Server)

» CKOpOCTU yCTaHOBKM U pa3pbiBa — HavanbHas CKOPOCTb, Lwiar
YBEINUYEHNsI, KOHEYHAsA CKOPOCTb, MaKCUMarnbHOe KOMMYeCcTBO
oxumpatowmx (Setup and teardown rates - Initial rate, increment, final
rate, max outstanding)

* Tamepbl TanM-ayTa U NOBTOPHOW Nepeaayn — HavanbHbIA Tanm-
ayT obHapy>xeHusi, KOaPPULNEHT Tanm-ayTa, KONMMYECTBO
NoBTOPHbIX NonbiToK (Timeout and retransmission timers - Initial
discover timeout, timeout factor, reattempt count)

» HactpamBaemble UDP-nopThl knveHTa u cepsepa (Configurable
UDP client and server ports)

* Mpepnaraemoe Bpemsa apeHapbl (Suggested lease time)

* MakcumanbeHbIv pasmep coobueHns DHCP (Maximum DHCP
message size)

 |IPv4 — discover, request, renew, decline, release, inform
* IPv6 — solicit, request, confirm, renew, rebind, release,
reconfigure

* AreHT peTtpaHcnauum DHCP — onuua 82 (DHCP relay agent,
Option 82):

° OMynsuns HeCKONbKMX areHToB peTpaHcnauum (Multiple relay
agent emulation)

° Omynsums goBepeHHOro ceteBoro anemeHTa (Trusted network
element emulation)

¢ Circuit ID, Remote ID — ¢ BO3MOXXHOCTbLIO reHepaTtopa
nocregoBartenbHOCTEN (sequence generator capable)

° YpanénHubin DHCP-cepsep (Remote DHCP server)

* Tun IA — NOCTOAHHBLIW, BpeMeHHbIW, AenermposaHue npedukca —
PD (IA type - permanent, temporary, prefix delegation, PD)
*DUID — LLT, LL, EN

¢ AreHT peTtpaHcnsaumm DHCP (DHCP relay agent)

* LWectHaguaTtepnyHbin (Hexadecimal)
* Hynesow anuHel (Zero length)
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Cnimcok onuuin no ymonyanuto (Default
Option List)

RFC

Cratuctuka (Statistics)

* Jlornyeckun (Boolean)

* 8-6uTHOE, 16-0MTHOE N 32-6MTHOE Lenoe 4yucno (8-bit, 16-bit, and
32-bit integer)

* Mpedwmkc n cnmcok IPv4 n IPv6 (IPv4 and IPv6 prefix, list)

» Agpec u cnucok IPv4 un IPv6 (IPv4 and IPv6 address, list)

» 3HaueHne macku nogceTtun (Subnet mask value) (1)

» CmelleHmne BpemeHn B cekyHaax ot UTC (Time offset in sec from
UTC) (2)

» Aopeca mapwpyTtusatopoB (Router addresses) (3)

» Anpeca DNS-cepBepoB (DNS server addresses) (6)

» Ctpoka nmenu xocta (Hostname string) (12)

* DNS-ums knuneHta (DNS name of the client) (15)

» Pasamep MTU unHTepdenca (Interface MTU size) (26)

* Bce nogcetu nokanbHile (All subnets are local) (27)

* lLinpokoBeLatensHbli agpec (Broadcast address) (28)

* BeinonHaTe obHapyxeHne macku (Perform mask discovery) (29)
* BeinonHaTb 06HapyxeHne maplipyTtumaartopa (Perform router
discovery) (31)

» Tanm-ayT kawa ARP (ARP cache timeout) (35)

* Cneuunduyeckas nHpopmaums npomssoguntens (Vendor specific
info) (43)

» 3anpoweHHbin IP-agpec (Requested IP address) (50)

* Bpems apeHabl IP-agpeca (IP address lease time) (51)

* Bpemsa obHoBneHns DHCP (T1) (DHCP renewal time, T1) (58)

* Bpemsa nepenpussskn DHCP (T2) (DHCP rebinding time, T2) (59)
* ludpopmauus o knacce nonb3oatens (User class information)
(77)

* AreHT peTtpaHcnsumn DHCP (DHCP relay agent) (82)

* KoHey, (End) (255)

* beicTpas dukcauusa IPv6 (IPv6 rapid commit) (14)

» Knacc none3oBatens IPv6 (IPv6 user class) (15)

» Knacc npoussogutens IPv6 (IPv6 vendor class) (16)

» Cneumndunyeckasn nHgpopmauums npounssogutens IPv6 (IPv6 vendor
specific info) (17)

* MpuHaTne pekoHdurypaumm IPv6 (IPv6 reconfigure accept) (20)
» YaanénHein ID areHTa IPv6 (IPv6 agent remote ID) (37)

* ID aboHeHTa areHTa IPv6 (IPv6 agent subscriber ID) (38)

» 3anpoc axo areHTa IPv6 (IPv6 agent echo request) (43)

* Monb3oBaTtenbckasa onuus IPv6 (IPv6 custom option) (99)

* RFC 2131 Dynamic Host Configuration Protocol

* RFC 1534 Interoperation Between DHCP and BOOTP

* RFC 2132 DHCP Options and BOOTP Vendor Extensions
* RFC 3046 DHCP Relay Agent Information Option

* RFC 3315 Dynamic Host Configuration Protocol for IPv6
(DHCPvV6)

* RFC 3319 Dynamic Host Configuration Protocol (DHCPv6)
Options for Session Initiation Protocol (SIP) Servers

* RFC 3633 IPv6 Prefix Options for DHCP version 6

* RFC 3646 DNS Configuration options for Dynamic Host
Configuration Protocol for IPv6 (DHCPvV6)

* RFC 3736 Stateless Dynamic (DHCP) Service for IPv6

» O6wwun ctatyc ceccum (General Session Status)
» O6HapyxeHus n npegnoxexus (Discovers and Offers)

Ten: +7 (495) 252-00-96
Email; info-site@akmetron.ru

Anpec: Mocksa, yi. Pabouas, 1.93 ctp.2, mox. 2.



mailto:info-site@akmetron.ru

10N
EoKMeTPOH

» CKOpOCTU yCTaHOBKM M paspbiBa ceccuin (Session Setup and
Teardown rates)

PPPOE

Moppepxka IP (IP Support)

Omynsaums (Emulation)

®yHkumm (Features)

MapameTpbl (Options)

RFC

CratucTtuka (Statistics)

IPv4 n IPv6
WHnumatop u TepmuHatop (Initiator and Terminator)

* MonHbin ctek PPP (Full PPP stack)

* Nopaepxka npotokonos PPPoE, PPPoEoV, PPPoE0QNQ

* Mogaepxka VLAN 1 QinQ (VLAN and QinQ support)

* YnpaBrneHne ceccusiMm — CKOPOCTU YCTaHOBKW M paspbiBa,
MakcuMarbHOE KONMMYECTBO OxumaaroLmx (Session control — setup
and teardown rates, max outstanding)

* YnpaBneHue kaHanom LCP (LCP link control), ynpaBneHue ceTbto
IPCP (IPCP network control) n ynpaenenune agpecom NCP (NCP
address control)

* [MapameTpbl DNS — ocHoBHOM 1 BTOpUYHbIA DNS, onumn (DNS
options including primary and secondary DNS, options)

* [pynnbl JOMEHOB AN HanpaBfieHusa Tpadmka ceTEBOro nopra
(Domain groups used to direct access to network port traffic)

* XKenaewmbii MRU (Desired MRU)

* MNoppepxaHme akTMBHOCTU — BKITKOYMTB/OTKITHOYNTL 3anpoc/OTBET,
nHtepsan KA (Keep alive - enable/disable request/reply, KA interval)
» Tanm-ayT 1 NOBTOPHbIE NONbITKN HacTpoviku LCP (LCP
configuration timeout and retries)

» Tanmepbl 1 c4éTUnkm NoBTOpHLIX NonblTok NCP (NCP timers and
retry counts)

* AyteHTudpmkauma — Het, CHAP, PAP ¢ yHUKanbHbIMU y4ETHBIMM
OaHHbIMY nonb3oBaTens (Authentication — none, CHAP, PAP with
unique per user credentials)

» Tun u umsa cepeuca (Service type, hame)

* Tun, umsa n MAC koHueHTpaTtopa goctyna (Access concentrator
type, name, MAC)

* BoamoxxHOCTb NoBTOpHOrO Habopa ¢ Tanm-ayTom (Redial capability
with timeout)

* RFC 1661 PPP

* RFC 2516 PPPoE

* RFC 1332 IPCP

* RFC 1334 PAP

* RFC 1570 LCP Extensions
* RFC 1994 CHAP

» O6wmn ctatyc ceccun (General Session Status)

» AyteHTudpukauua (Authentication)

» YcTtaHoBka n nogaepxaHue (Establishment and Maintenance)
* NCP IPCP

» 3agepxka (Latency)
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L2TP

Mopanepxka IP (IP Support)

Omynsaumsa (Emulation)

®yHkumm (Features)

MapameTpsbl (Options)

RFC

CratucTtuka (Statistics)

IPv4 n IPv6
UHuumaTop n Tepmunatop (Initiator and Terminator)

* MonHbIn cTek amynsaumm L2TPv2 LAC n LNS (Full L2TPv2 LAC and
LNS emulation stack)

* Mopgpepxka L2TPoE

* Heckonbko PPP-ceccuit Ha TyHHenb L2TP (Multiple PPP sessions
per L2TP tunnel)

* YnpaBsneHve ceccusiMm — CKOPOCTM YCTaHOBKM M paspbiBa,
MaKCuMarnbHOe KOnM4ecTBO oxuaarowmx (Session control — setup
and teardown rates, max outstanding)

* MapameTpbl DNS — ocHoBHOM 1 BTOpWU4HbIM DNS, onummn (DNS
options including primary and secondary DNS, Options)

* Ynpaenexue PPP-ceccusimm Ha TyHHenb (Control of PPP sessions
per tunnel)

+ 3anpocesl n oteeThl Hello (Hello requests and responses)

» KoHgurypauusa Tuna n BO3MoXxHocTen Hocutens (Bearer type and
capability configuration)

* BoaMoXHOCTb NOBTOpPHOro Habopa, TariM-ayT NOBTOPHOro Habopa
(Redial capability, redial timeout)

RFC 2661 L2TPv2

» O6wwmn ctatyc ceccumn (General Session Status)

» AyteHTndunkaumsa (Authentication)

 YcTaHoBka n nogaepxanue (Establishment and Maintenance)

* PPP

* YnpaBneHue BbizoBaMu 1 ynpasnenue L2TP (L2TP Call Mgmt and
Control)

* TyHHenb L2TP (L2TP Tunnel)

* NCP IPCP

» 3agepxka (Latency)

6RD

Omynsaumsa (Emulation)

®yHkumm (Features)

MapameTpsbl (Options)

RFC

WHuumnatop n TepmuHatop (Initiator and Terminator)

» Omynsaumna anemeHtoB CE n BR (Emulation of CE and BR
elements)

* Heckonbko xoctoB Ha CE (Multiple Hosts per CE)

* YnpaBneHue ceccusamm — ynpasneHne ARP (Session control —
ARP control)

» XocTbl Ha CE (Hosts per CE)

* Mpedpmkc 6rd (6rd Prefix)

» OnnHa npedmkca 6rd (6rd Prefix Length)
» OnnHa macku IPv4 (IPv4 Mask Length)

* IPv4-agpec BR (BR IPv4 IP Address)

RFC 5969, Rapid Deployment on IPv4 Infrastructures (6rd)
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Cratuctuka (Statistics)

» O6HapyxeHue cocegent (Neighbor Discovery)

» 6rd — otnpaBneHHble nakeTbl (6rd General - Packets Sent)

» 6rd — nony4eHHble nakeTbl (6rd General - Packets Received)
» 6rd — oTtbpowleHHble nakeThl (6rd General - Packets Dropped)

DSLite

Omynsums (Emulation)

®yHkumm (Features)

MapameTpsbl (Options)

RFC

CratucTtuka (Statistics)

MHnumatop n TepmuHatop (Initiator and Terminator)

* OMynsaumna anemeHToB B4 n AFTR (Emulation of B4 and AFTR
elements)

* Heckonbko xoctoB Ha B4 (Multiple Hosts per B4)

» OnumoHansHoe NoBTOpHOE ncnonb3oBaHue IP-agpeca xocta
yepes B4 (Optional Host IP reuse across B4)

» ®parmeHTaums u cbopka (Fragmentation and Reassembly)

* YnpaBneHue ceccusimu (Session control)

» Ctek DSLite ¢ nnarnHom knneHta PCP (DSLite Stack with a PCP
Client Plug-in)

» XocTtbl Ha B4 (Hosts per B4)

* |IP-agpec xocta (Host IP address)

« lllar ysennyenus IP-agpeca xocta (Host IP address Increment)
* |IP-agpec AFTR (AFTR IP address)

RFC 6333, Dual-Stack Lite Broadband Deployments Following IPv4
Exhaustion

» O6HapyxeHune cocepen (Neighbor Discovery)

» DSLite — oTnpaBneHHble nakeTbl (DSLite General - Packets Sent)
» DSLite — nonyyeHHble nakeTobl (DSLite General - Packets
Received)

» DSLite — oT6poLeHHble nakeTbl (DSLite General - Packets
Dropped)

* DSLite — dpparmeHTaumsa (DSLite General - Fragmentation)

ABTOoKkoHurypaumus IPv6 (IPv6 Autoconfiguration, SLAAC)

Omynsaumsa (Emulation)

®yHkumm (Features)

MapameTpsbl (Options)

WHunumaTtop (Initiator)

* ABTOKOH(pUrypauns agpecoB 6e3 coxpaHeHus cocTosiHus IPv6
(IPv6 Stateless Address Autoconfiguration)

* Knnent DHCPV6 6e3 coxpaHeHus coctosHusa (DHCPvV6G Stateless
Client)

» O6HapyxeHue cocegeiri IPv6 (IPv6 Neighbor Discovery)

» ObHapyxeHune gybnuposaHusa agpecos (Duplicate Address
Detection, DAD)

* YnpaBneHue ceccusiMm — CKOPOCTU YCTaHOBKM (Session control —
setup rates)

» CnyyvanHbin agpec gns DAD (Random Address for DAD)
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RFC

Cratuctuka (Statistics)

» Agpec 1 war yBenunyenuns ansa DAD (Address and Increment for
DAD)

RFC 4862, IPv6 stateless address autoconfiguration

* MnobanbHasa ctatuctuka IPv6 SLAAC (IPv6 SLAAC Global
Statistics)

* Ctatnctuka amanasoHa IPv6 SLAAC (IPv6 SLAAC Range
Statistics)

» Ctatuctuka no ceccusim IPv6 SLAAC (IPv6 SLAAC Per-Session
Statistics)

MpoTokon ynpaeneHusi noptamu (Port Control Protocol, PCP)

Omynsaumsa (Emulation)

®yHkumm (Features)

MapameTpsl (Options)

RFC

CratucTtuka (Statistics)

WuunumaTtop (Initiator)

* Kog onepauun MAP (MAP Opcode)

* HeconnunTtuposaHHbin ogHoagpecHbin ANNOUNCE npuém
(unsolicited unicast ANNOUNCE, Rx)

* NMomowHuk PCP (PCP Helper)

* YnipaBneHune ceccrusiMm — CKOPOCTU yCTaHOBKM (Session control —
setup rates)

+ CKOpOCTW YCTaHOBKM U pa3pbiBa — CKOPOCTU MHMLMALINA U
ocBoboxaeHusi npouenyp (Setup and Teardown Rates — Initiation
and Release Procedure Rates)

» MakcumarnbHOe KONMYecTBO OXMAALWNX Npoueayp — MHULMaLnm
n oceoboxaeHusa (Max Outstanding Procedures — Initiation and
Release)

» Tanmepsbl TariM-ayTa U NOBTOPHOW Nepefayn — HavyanbHoe Bpems
NOBTOPHOW Nepeaayn, KONMYecTBO NOBTOPHLIX Nepeaay, Bpems
NOBTOPHOW Nepeaayn, NPoaoKNTENbHOCTL NOBTOPHON Nepeaaym
(Timeout and retransmission timers - Initial Retransmission Time,
Retransmission Count, Retransmission Time, Retransmission
Duration)

* IP-agpec cepsepa PCP (PCP Server IP)

* 3anpoLeHHoe Bpems xun3Hu (Requested Lifetime)

* PREFER_FAILURE

» dunbTp (Filter)

* MNpeanoxeHHbin BHewHun IP 1 nopt (Suggested External IP and
Port)

* Pexxum DS-Lite — WHKancynmpoBaHHbIN nnu obblYHbIN (DS-Lite
Mode, Encapsulated or Plain)

* Hyneso nopt B 3anpoce yaaneHus (Zero Port in Delete Request)
* He o6HoBNsATL MannuHru (Don&apos;t Renew Mappings)

* [MpuHyanTenbHoe BpeMsi xu3Hu ceccun (Force Session Lifetime)
» Hynesoii IP TpeTbel cTopoHbl Npu yaaneHun (Zero Third Party IP
for Delete)

pcp-draft 25, PCPv1

» Obwas cratuctuka PCP (PCP General)
* YnpasneHue ckopoctsamu PCP (PCP Rates Control)
» CermeHTbl 3agepxkn PCP (PCP Latency Buckets)
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* Ownbkun PCP (PCP Error)
» Ctatuctuka no ceccusim PCP (PCP Per-Session)

PPTP

Moppepxka IP (IP Support)

Amynsaumsa (Emulation)

®yHkumm (Features)

MapameTpsbl (Options)

RFC

CratucTtuka (Statistics)

IPv4 n IPv6

» CeteBon cepep PPTP — PNS (PPTP Network Server, PNS)
» KoHueHTpaTtop goctyna PPTP — PAC (PPTP Access
Concentrator, PAC)

* 3anpoc ucxogsuiero 3BoHka (Outgoing-Call-Request)

» OTBeT Ha ucxoaawmmn 3soHokK (Outgoing-Call-Reply)

* YnpasrneHne ceccusiMm — CKOPOCTU YCTaHOBKW M paspbiBa,
MakcuMarbHOE KONMMYEeCTBO oxumaaroLmx (Session control — setup
and teardown rates, max outstanding)

* YnpasneHue kaHanom LCP, ynpasneHue cetbto IPCP u
ynpasneHue agpecom NCP (LCP link control, IPCP network control
and NCP address control)

* [MapameTpbl DNS — ocHoBHOM 1 BTOpUYHbI DNS, onumn (DNS
options including primary and secondary DNS, options)

* [pynnbl JOMEHOB AN HanpaBfieHWsa Tpadmka ceTEBOro nopra
(Domain groups used to direct access to network port traffic)

* XKenaembii MRU (Desired MRU)

* MNopaepxaHne akKTMBHOCTN — BKIMOYUTBL/OTKNIOYUTL 3aNpoc/oTBeT,
nHtepsan KA (Keep alive - enable/disable request/reply, KA interval)
» TanM-ayT 1 NOBTOPHbIE NONbITKW HacTpowku LCP (LCP
configuration timeout and retries)

» Tanmepbl 1 c4éTUMKM NOBTOPHbIX NonbiTok NCP (NCP timers and
retry counts)

* AyteHTudpmkauma — Het, CHAP, PAP ¢ yHUKanbHbIMU yH4ETHBIMM
OaHHbIMK nonb3oBaTens (Authentication — none, CHAP, PAP with
unique per user credentials)

» Tun n ums cepeuca (Service type, hame)

* Tun, uma n MAC koHueHTpaTtopa goctyna (Access concentrator
type, name, MAC)

* BoaMoxxHOCTb NoBTOpHOrO Habopa ¢ Tanm-ayTom (Redial capability
with timeout)

* RFC 2637 Point-to-Point Tunneling Protocol (PPTP)
* RFC 1332 IPCP

* RFC 1334 PAP

* RFC 1570 LCP Extensions

* RFC 1994 CHAP

» O6wmn ctatyc ceccun (General Session Status)

» AyteHTudpukauua (Authentication)

» YcTtaHoBka n nogaepxaHue (Establishment and Maintenance)
* NCP IPCP

» 3agepxka (Latency)
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802.1x

Mopaepxka IP (IP Support)
Omynsaumsa (Emulation)

MpoTokonbl ayTeHTMdMKaLmm
(Authentication Protocols)

MapameTpsbl (Options)

IPv4 n IPv6

Omynsaumsa 3aasutensa 802.1x ¢ NAC n 6e3 Hero (802.1x supplicant
emulation with and without NAC)

MD5, TLS, TTLS (MSHCAPv2), PEAPVO, PEAPV1, PEAPV1 + NAC

(MSCHAPV2), FAST, FAST + NAC (MSCHAPv2, GTC)

* MeTtoa ayteHTudukaumm (Authentication method)

* va nonb3oBatensa u naposnb (Username and password)

* ma xocTa n naponb (Host name and password)

* Pexxum ayTeHTudmkauymm xocta (Host authentication mode)

* MocneposatensHocTb NAC (NAC sequence)

* CKOpOCTb YCTaHOBKN — MakcumarbHas CKOPOCTb Y MakCMmarnbHoe
KonunyecTtBo oxungarwwmx (Setup Rate - Max Rate and Max
Outstanding)

» CkopocCTb pa3spbiBa — MakcumMarnbHas ckopocTtb (Teardown Rate -
Max Rate)

* MapameTpbl npoTtokona (Protocol Parameters):

* °epwuoa ayteHTudukaumm (Authentication Period)

* ° HavanbHbii nepuog (Start Period)

* ° MakcumanbHoe konunyecTso 3anyckoB (Max Start)

» °TlocnepoBaTenbHbIi 3anyck (Successive Start)

+ ° Pa3swmep cparmeHTa (Fragment Size)

* MapameTpbl ceccum (Session Parameters):

* ° Pexxum TectmpoBanus DUT (DUT Test Mode)

* °[pedukc ayteHTndukaumm mawmHesl (Machine Auth Prefix)
» ° AsTOopu3aums npu otcytctBum oTBeTa (Authorized on No
Response)

* ° OtkniounTb oTnpaBky Logoff (Disable sending Logoff)

» ° Bcerga ucnonb3oBaTb MHOroaapecHyto paccbinky (Always use
multicast)

* ° Ucnonb3sosatb VLAN ansa ngeHtndpukauum sasasutens (Use
VLAN to identify the supplicant)

* OxxupaHue nepen 3anyckom (Wait Before Run)

* MapameTpbl cepTudumkata (Certificate Options):

» ° [eHepauusa cepTudmkarta Bo BpeMs BbinonHeHuns (Run-Time
Certificate Generation)

* ° URL cepBepa ceptucumkaton (Certificate Server URL)

* NAC:

* ° Cnucok noctypsl (Posture List)

* ° Cnucok cocTtosiHun npunoxexui (Application State List)

* ° Cnucok nocregosaTensHocTern noctypsbl (Posture Sequence
List)

EAPoUDP

Mopaepxka IP (IP Support)

Omynsaumsa (Emulation)

IPv4 n IPv6

XOCThbl, NbITaloLWMecs NonyyYnTb OCTYyN Kk ceTn Yepe3s EAPoUDP

(Hosts attempting network access via EAPoUDP)
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Pexumbl NAC (NAC Modes)

MpoTokonbl ayTeHTMdMKaLmm
(Authentication Protocols)

MapameTpsbl (Options)

* NAC-L2-IP (nopT kommyTaTopa), Takke nasectHblli kak NAC LAN
Port IP (LPIP)

* NAC-L3-IP (mopT mapwpyTtusartopa), Takke n3BectHbin kak NAC
Gateway IP (GWIP)

PEAPV1 + NAC, FAST + NAC

* MeToa ayteHTudukaumm (Authentication method)

* ma nonb3oBatensa (Username)

* Maponb nonb3oartens (User password)

* msa xocTa (Host name)

* Maponb xocta (Host password)

* Pexxum ayteHTudpmkaumm xocta (Host authentication mode)

* MocneposatensHocTb NAC (NAC sequence)

* CKOpPOCTb YCTaHOBKN — MakCcuMaribHasi CKOpOCTb, MakCMmarnbHoe
konmdecTBo oxumpawLwmx (Setup Rate - Max Rate, Max Outstanding)
* MNapameTpbl NPOTOKOMNAa — OXMUAAHWE 3aBEpPLUEHNS,
NpoVCXOXAeHNe TpUrrepa, TUN Tpurrepa, KonM4ecTBO TPUITepOB,
pa3smep cookie, TanM-ayT, pa3mep parmeHTa, nopr,
ChangeNacResponse (Protocol Parameters - Wait for Completion,
Trigger Origin, Trigger Type, Trigger Count, Cookie Size, Timeout,
Fragment Size, Port, ChangeNacResponse)

* NAC — cnuncok nocTypbl, CIMCOK COCTOSIHUI NPUIIOXKEHUIA, CIMCOK
nocneposartensHocTen noctypbl (NAC - Posture List, Application
State List, Posture Sequence List)

» OxngaHue nepep 3anyckom (Wait Before Run)

WebAuth

Mopaepxka IP (IP Support)

Omynsaumsa (Emulation)

®yHkuuu (Features)

MapameTpbl (Options)

IPv4 n IPv6

XOCThbl, NbITalOLWMECs NoNyyYnTb JOCTYN k Be6-cepepam (Hosts
attempting access to web servers)

» Amynauua ayTeHTUdUKaLMmM xocTa Yepes Beb-ayTeHTugmkalmo
(Emulation of host authentication through Web Authentication)
» Beb-ayTeHTudnkauma nogaepxmeaetca yepes criegytowime HTML-
ctpaHuubl (Web-based authentication supported by way of the
following HTML pages):

¢ CtpaHuua Bxoga (Login Page)

° CtpaHuua ycnexa (Success Page)

° Ctpanuua owmnbkm Bxoaa (Login-Fail Page)
* YnpasneHune ARP ana WebAuth — nonesHo gns IP-
KOMMYTaTopoB, ucnonbayowwmx ARP-30HAbI Ans onpegeneHus
akTmBHocTuK xocta Ha nopty (WebAuth ARP Control — useful for IP
switches that use ARP probes to determine whether a host is active
on a port)

* BxogHble 3HauyeHnss — umsa none3osartens, napons (Input values,
e.g. username, password)

* Oxxmpgaembln pesynbTat — ycnex, Heyaada (Expect - Success,
Failure)
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» CKOpPOCTb YCTaHOBKN — MaKCMMarbHasi CKOPOCTb, BKMOYNTb
MaKCMMaribHOE KOMNMYECTBO OXMAALWNX, MakCMmMarnbHoe
Konun4yecTBo oxuparwmx (Setup Rate - Max Rate, Enable Max
Outstanding, Max Outstanding)

* MapameTpbl NpoTOKONa — OXngaHue 3aBepLleHnst, 06HOBUTL
DHCP nocne ycnewHomn ayTeHTUdmkaumm, TMn npoTokona, HoMep
nopTa, 3afepxka oTBeTa, KonmyecTBo NOBTOPHbIX NONbITOK (Protocol
Parameters - Wait for Completion, Renew DHCP After Successful
Authentication, Protocol Type, Port Number, Response Delay,
Number of Retries)

* URL n nona — URL 3anpoca, URL nepeHanpasneHus exoga, URL
nepeHanpaeneHusi npu owmnbke (URL & Fields - Request URL,
Redirect Login URL, Redirect Failure URL)

* AyTeHTUdMKaLmsa — TEKCT ycrnexa, TEKCT Heyaaun, Tanm-ayT
(Authentication - Success Text, Failure Text, Timeout)

* MNpoBepka NONUTUKA — BbINONHUTL NPOBEPKY MNONMUTUKK, TalM-ayT
TekcTa ycnexa (Policy Check - Perform Policy Check, Success Text
Timeout)

* Ynpaenexue ARP (ARP Control)

BapuaHTtbl nnatdopm (

Platform Options)

MoceTtute Keysight.com ansa nonyyvyeHns 4ONONHUTENBHON MHGOPMaLUUK 0 BapuaHTax nnatgopm IxNetwork

(IXNetwork Platform Options)

Hasa nnaTtdopma (Virtual Platform)

e obnako (Public Cloud)

oHTponnep (Chassis / Controller)

arpy3ku (Load Modules)

Ba (Appliances)

tual Edition (VE)

n AWS
n Azure
n GCP
n Oracle

010
HSL/SD/SDL Chassis
ISL/SD/SDL Chassis

orm Fusion 10GE, 40GE, 25GE, & 100GE

orm 10GE, 40GE, 25GE, & 100GE

orm-XP Fusion 10GE, 40GE, 25GE, and 100GE
orm-XP 10GE, 40GE, 25GE, and 100GE

torm Fusion 10/1GbE, 40GbE, & 100GbE

torm 10/1GbE, 40GbE, & 100GbE

IP 10G/1G/100M

0G/1G/100M

0G/5G/2.5G/1G/100M

E-100

torm ONE Fusion 10/1GE, 40GE, & 100GE
torm ONE 10/1GE, 40GE, & 100GE

INE Appliance

INE Plus Appliance

Anpec:
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TexHonorn4yeckue peweHus (Technology Solutions)

Mocetute Keysight.com ana nony4eHus 4ONONHUTENBHON UHpOPMALIMKM O TEXHONOrMYECKNX pelleHunsax IxLoad
(IxLoad Technology Solutions)
IXLoad Overview — KomnnekcHasi Banugaums MynbTucepBucHblx yenyr (Converged Multiplay Service Validation)

IxLoad Virtual Edition (VE) — TecTnpoBaHue npon3BoguTenbHOCTU npunoxeHun L4-7 (L4-7 Application
Performance Testing)

IXLoad Data Test Solution — TecToBOe peLueHne ans gaHHbIX
IXxLoad Video Test Solution — TecToBoOe pellueHne Ansi BUOeo
IXLoad Voice Test Solution — TecToBoe pelueHne ans ronoca
IXxLoad IPsec and Network Access Test Solution — TectoBoe pelueHue ans IPsec n ceteBoro goctyna

IXLoad on AWS — TecTupoBaHue npomsBoauTensHocTM o6nayHbix npunoxeHun (Cloud Application Performance
Testing)

IXLoad on Azure — TecTupoBaHue npousBoanTensHOCTU obnadHbix npunoxeHun (Cloud Application Performance
Testing)

UHdopmauma ana 3akasa IxLoad (IxLoad Ordering
Information)

JNInuyeHnsnm APS-100/400GE (APS-100/400GE licenses)

ApTtukyn (Part Number) Onucanue (Description)

KoHTponnep ynpasneHua APS-M1010 (APS-M1010 Management Controller).
MoppepxwusaeT Ao 10 BbluucnuTenbHbix y3nos APS-ONE-100 Fusion (941-
0110). NMpumeyaHwne: BolumMcnuTenbHble y3nbl APS-ONE-100 npuobpeTtatoTtcs
OoTOEenNkbHO.

941-0113

Ixia, APS-ONE-100, BbluncnutenbHbl y3en ans IxLoad ¢ 4 noptamu 100GE Ha
nepegHen naHenu Ansa KoHTponnepa ynpaenexdna APS-M1010 (941-0115).
TpebyloTca 2 gononHuUTenNbHbIX TpaHcuBepa/kabenbHble cbopkm QSFP28,

941-0114 3akasblBaeMble oTaenbHo: QSFP28-SR4-XCVR (QSFP28 100GBASE-SR4
100GE, mHoromogoBbin onTudeckui TpaHcmeep, MMF, 850 Hm, ganbHocTb 100
M) nnm 942-0088 (naccusHbIN kabenb npsimoro noakntoveHns QSFP28, meab,
Direct Attach Cable).

Ixia, 6eccpoyHasa nuueH3noHHas cesska IxLoad-DATA gons ogHoro yctponcrtea
APS-ONE-100, nnasatowas nuueH3ns (Ha kouTponnep) (925-6201). INuueHsuns
obecneunBaeT yHKUMOHanbHocTb IxLoad-DATA Ha ogHom ycTponctee APS-
ONE-100 (BblumcnuTenbHbi y3en). MoxeT ncnonb3oBaTtbCs € No0bIM

925-6201 OAMHOYHBIM YCTPONCTBOM, ynpasnsiembiM kKoHTponnepomM (APS-M1010 wnu
APS-M8400). BknitoyaeT nuueHsuto Ha dpermBopk IxLoad n noaaepxky
onepauuin Tpaduka DATA (HTTP, HTTPS, DNS, AppReplay, FTP, IPSec).
CootBetcTBUE TpeboBaHusAM TAA onpegenseTca obopyaoBaHMEM, Ha KOTOPOM
aKTMBMpOBaHa NMLIEeH3MS.
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NnueHsnm gna waccu (Chassis licenses)

ApTtukyn (Part Number)

925-3371

925-3375

OnucaHue (Description)

IxLoad Multiplay-Security-2016, nporpammMHbIin NakeT, NpUroxXeHue Ans
TeCTUPOBaHWNS NPOU3BOAUTENBHOCTU ypoBHel L4-7 (Layer 4-7 Performance
Test Application), naket Data-Video-Voice-Security. Bkniovaert:

* Data (daHHble): o6ecneunBaet nogaepxky HTTP, HTTPS, TCP Session, FTP,
DNS, Mail (SMTP, POP3 n IMAP), Database, SSH, RADIUS, TFTP,
Application-Replay, DHCP, LDAP, Telnet, Stateless-Peer n StreamBlaster.

* Video (Bngeo): obecneumBaeTt nogaepxky 6asoebix RTSP, IPTV (Multicast),
Video-ADVANCED (VoD), Adobe Flash Client, Apple HLS Client, Microsoft
Silverlight Client, Adobe HDS Client n DASH Client. BkntovaeT asmkok Video
Quality VQMON pgo 10 I'éut/c u TCP VQ Video Quality ana TCP
Bugeotpaduka oo 10 ourt/c.

* Voice (F'onoc): pacwupeHHbie VoIP SIP & RTP, ayanokogeku, paclumpeHus
VOLTE v Bulk SIP & MGCP. BkntouyaeTt gemxok Voice Quality go 10 out/c,
aswxkok Video Quality go 10 '6ut/c gna pasroBopHoro BugeoTpaduka.

* ADVNET: obecneumBaeT NoAAEPKKY pacLUMPEHHbIX NPOTOKOMOB CETEBOro
poctyna — DHCP ansa nonyyenus IP-agpeca, DHCP Server, PPP, L2TP un
IPsec.

* Storage (Xpanunuwe): iISCSI, CIFSv1, CIFSv2 (SMB2), SMB3, NFSv3 Client,
NFSv4 Client, NFS4.1 Client, Cloud Storage Client, DCBX, FCoE u FC;
amynsums FCoE n FC nogaepxmBaeTcs TONMbKO Ha OTAENbHbIX MOAYNSAX
Harpysku.

 Access (Joctyn): DHCP, PPP, L2TP, L2TP, IPsec, IPsec Performance
Benchmarking QuickTest & SuiteB Cryptographic, 6RD, DSLITE u IPv6 SLAAC,
8021X, NAC n WEBAUTH.

» Security (besonacHocTb): obecneunBaeT NOAAEPKKY HAabopa ysa3BMMOCTeNn n
atak BpegoHocHoro MO ¢ rogoson nognuckon n DDoSv2.

+ Software Impairment (lMporpammHoe yxyaLweHve curHana).

lMpumeyvaHue: Hekomopble yHKYUU O0CMYHbI MOILKO Ha OrpedenéHHbIX
MOOyIsIX Hagpy3KU.

IXxLoad-ACCESS-VPN-2016, nporpaMMHbIN NakeT, NpuroXeHue Ans
TEeCTUpOBaHWSa NpousBoauTenbHOCTM ypoBHen L4-7. ObecneumBaeT Nnogaepxky
TectupoBaHus IPsec VPN 1 paclumpeHHbIX MPOTOKOMNOB CETEBOro A0CTyNa;
Bkntodaet DHCP, PPP, L2TP, L2TP, IPsec, IPsec Performance Benchmarking
QuickTest & SuiteB Cryptographic, nogaepxky nepexofHbix TexHonornn IPv6:
6RD, DSLITE n IPv6 SLAAC, a Takke NpOTOKONbl CETEBON ayTeHTUdmkauuu:
8021X, NAC n WEBAUTH ang amynsaumm ceteBon MHQpacTpyKTypbl 45
Tpadchmka npunoxeHun. Takke BknovaeT: 6a3oByto reHepauuto Tpacpumka HTTP,
FTP n Stateless (Stateless Peer n StreamBlaster). [NpumeyaHue: HekoTopble
YHKUUN JOCTYMHbI TOMBKO HA ONpeaenéHHbIX MOAYNAX Harpy3Kku.

JNnueHsnu gna yctponcts (Appliance licenses)

ApTtukyn (Part Number)

925-6321

OnucaHue (Description)

IxLoad Appliance Multiplay, nporpaMmmHbIv nakeT, NpUoXeHue s
TECTUPOBaHMWS NPOU3BOANTENBHOCTM ypoBHeN L4-7. ObecneumBaeT NoaaepKKy
Data, Storage, Voice, Video n Access & VPN Ha yctponcTteax PerfectStorm
ONE n Novus ONE. Bkntoyaer:

Ten: +7 (495) 252-00-96
Email: info-site@akmetron.ru
Anpec: Mocksa, yi. Pabouas, 1.93 ctp.2, mox. 2.



mailto:info-site@akmetron.ru

10N
EoKMeTPOH

925-6117

* 925-6121 IxLoad Appliance DATA & Storage
* 925-6112 IxLoad Appliance VIDEO
* 925-6113 IxLoad Appliance VOICE
* 925-6117 IxLoad Appliance ACCESS & VPN

IxLoad Appliance ACCESS + VPN, nporpammHoe obecrneyeHne, NpunoxeHune
ONs TECTUPOBAHUSA MPOM3BOAUTENBHOCTM YPOBHeN L4-7. ObecneunBaeT
dyHKumnoHanbHocTb IxLoad Access n VPN Ha yctpoiictBax PerfectStorm ONE
n Novus ONE. BkntovaeT: 925-6104 IxLoad Appliance BASIC (HTTP, HTTPS,
DNS, ADVNET-DHCP, Stateless Peer), IPsec, IPsec SUITES B, IPsec Quick
Tests, PPP, L2TP, L2TP/IPsec. lNepexoa Ha IPv6 (IPv6 Transitioning): SLAAC,
6rd, DSLite. ADVNET: DHCP, DHCPV6 (knueHT u cepsep), RADIUS.
Bkntouaet: ADVNET-802.1X, ADVNET-NAC, ADVNET-WEBAUTH. Tpebyet
dpernmBopk IxLoad 925-0001, koTopbI NpegocTaBnsaeTcs 6ecnnaTHo nNpu
MOKyMKe npuraraemoro NnporpaMMHoOro obecneyveHusl.

NnueHsnu gna BupTtyanbHbix Bepcun (Virtual edition licenses)

JInueHsum IxLoad-VE cm. B TexHnyeckom nucte IxLoad Virtual Edition (VE) Virtualized Multiplay Services Testing
(BUpTyanmanpoBaHHOe TeCTMpoBaHue MyrnbTucepsucHblx ycnyr IxLoad Virtual Edition).

Keysight nomoraet HoBaTopam pacLUMpsATh rpaHuLbl HXeHepun, BbICTPO peluas 3agayv NPOEKTUPOBaHMS, AMYMSLUM U
TECTVPOBaHUS AMNs co34aHus JyYLWwmx NpodykToB. HayHnTe cBOE nmyTellecTBMe MHHOBaLMM Ha www.keysight.com.

[aHHas nHdopmauma MoxeT 6biTb n3MeHeHa 6e3 npeaBapuTensHoro yBegomnenusi. © Keysight Technologies, 2019 — 2024. Ony6nukoBaHo B
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