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HA3SHAYEHUE AOKYMEHTA

PYyKOBOACTBO AJ19 UHXXeHepoB U
nuvuy, NpuHMMaOLWNX peLueHuns

Kak BblbpaTb TOUKM HabnwAeHUS, paccumTaTb ONTUYECKUIA U MaKETHbIM TPaKT, cpaBHUTb TAP
co SPAN n obnayHbIM 3epKanmMpoBaHMeM, AoKa3aTb Xxapaktepuctnkm B PoC n 6esonacHo
3KCMNIyaTUMpoBaTb MHPPACTPYKTYpy AOCTyMNa K Tpaduky.

KJILOMEBOW MPUHLAIM

TAP sBnseTCS UCTOYHUKOM Konun Tpaduka, HO He rapaHTuel pesynbTaTta. [osHoTa U AOCTOBEPHOCTb BUANMOCTH
OrpaHMYNBAIOTCS BCEN LENOYKONM: TOUYKa yCTaHOBKN — TAP — dusmueckmin monitor-path — NPB nnu capture NIC
— WHCTPYMEHT.

[na Koro npegHasHauyeHo PyKOBOACTBO

Pon. | Kauue pewennn nomoraer npuuars nokyment

CeTeBOM apXuTeKTop I'ne yctaHaeBnuBaTtb TAP, kak BbibpaTb TUM, CKOPOCTb, ONTUKYy, split ratio n cxemy pocraeku.
NHxenep LOL / CKC Kak npoBepuTb TUN BOSIOKHA, MONSPHOCTb, ONTUYECKUI BI0KET, MAapKUPOBKY WU MOHTaX.
SOC / SecOps Kak nonyuntb aoctoBepHbivi feed ana NDR, IDS, PCAP n ¢opeH3nkn 6e3 CKpbITbIX NOTepb.

Kak oTAensTb Npov3BOACTBEHHbIE OWINGKM OT NMoTepb monitor-path v akcnayaTMposaTtb

NOC / NetOps
TOYKWM AocTyna.

Kak dopmupoBatb RFP, cpaBHuBaTh TAP, cumntath TCO M NpUHUMaTb peLleHune no

nnpe
/ 3akynku nsmepumomy PoC.

KaK ucnonb3osaTtb AOKYMEHT

OnpenennTb Lesnb HAabNOAEHNS, KPUTUYECKME CEPBUCHI U TpebyeMyto AoKa3aTesIbHOCTb NaKeToB.
BbibpaTb dursnyeckne nnm BupTyalbHble TOUKU AOCTYMNa U BbIMOMHUTL pacyeThl live-path n monitor-path.
MepeHecTn oba3aTtenbHble TpeboBaHusa B RFP 1 cBsA3aTh Kaxxaoe TpeboBaHMe C METOAOM MPOBEPKW.

MpoBecTy nabopaTopHbIE U NMPUEMOYHbIE UCMbITAHWUSA, BK/IHOUASA MOTEPIO NMUTAHUS U MUKOBYIO ABYHArNpPaB/iIEHHYO
Harpysky.

MepenaTb aKkcnnyaTauum cxemol, baseline nsmepenuin, thresholds, runbook n oTBETCTBEHHbIX BNaAenbLEB.

OrPAHUYEHMUE

PykoBoACTBO He 3aMeHsieT datasheet, release notes, compatibility matrix 1 NpoekTHy0 AOKYMeHTauuto.
YucneHHble XapaKTePUCTUKN NOATBEPXKAAKTCS AN KOHKPETHOW MOAENN, annapaTHOW PeBU3MM U CXEMbI
NOAK/TIOUEHUS.

MpakTuyeckoe pykosoactso - 2026 | 2



AKMETPOH | CETEBbIE TAP

CopepiKkaHue

f paKT"quK"ﬁ PESYABTST

01.

02.

03.

04.

05.

06.

07.

08.

09.

10.

11.

PestoMe 1 rpaHuLbl NPUMEHEHNS
ApXuTeKTypa v TEPMUHONOINS
Tunbl TAP n pexumbl paboTbl
OnTuyeckoe NpoekTUpoBaHme
MeaHblie TAP

TAP, SPAN, cloud mirror n bypass
ApPXUTEKTYPbl pa3BepTbiBaHUS
BesonacHocTb 1 wundposaHue
Bbi6op peweHus n RFP

PoC n npuemka

3KcnnyaTau,vm M SKOHOMUKa

MpunoxeHuna A-E

Hasurauua no ponam

_ npuop"TeTHble PasASHE!

CeTeBoOl apxXuTekTop

WHxenep LOJ / CKC

SOC / SecOps

JIMNP / 3akynku

Jkcnnyataums

MoHMMaHWe LeHHOCTN, PUCKOB U KPUTEPUEB pELLEHUS.
KoppekTHasa mogensb live-path n monitor-path.

Bbi6op passive/active, breakout/aggregation/regeneration.
Pacuet ueTbipex TpakToB, split ratio, PMD, FEC n npuemka.

PoE, auto-negotiation, fail-to-wire 1 Tectbl oTkaza.

Bbi6op nmoaxoasiero Metoaa nonyyeHus tpaduka.

Touku Habnogenns ans UOA, dunuana, OT u hybrid cloud.
M3onauma monitor-noptos, TLS/QUIC n governance AaHHbIX.
HelTpanbHasa maTpuua TpeboBaHWUi 1 akTyanbHble NpuUMepbI.
EanHaa nporpamma ncnbiTaHuii n namMepumble kputepum PASS/FAIL.
Runbook, anarHoctmka, RACI, TCO 1 MHBECTULMOHHOE peLleHune.

3anonHseMble GOopMbl, YEK-TIUCTbI, F10CCapPUIA U UCTOYHUKMN.

02-07, 09-10

03-05, 10, npunoxeHne C
01, 06-08, 10-11

01, 09, 11, npunoxeHne A

05, 07, 10-11, npunoxeHuns B-C
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PESIOME U TPAHULUbI NTPUMEHEHUSA

Mouyemy TAP Hy>eH, rae oH onpaBAaH M YTO MMEHHO HEOBXOAMMO AOKa3aTb

PeweHue pgna IMNP

CeTeBoit TAP cnefyeT paccMaTpyBaTh Kak 3feMeHT MHMPACTPYKTypbl Hablo4aeMOCTH, @ He KakK akceccyap
aHanusaTtopa. Ero LeHHOCTb BO3HMKAET TaM, rAe NponyLleHHbI NakeT, BpeMeHHas kKoHdurypaums SPAN nnu
HEBO3MOXXHOCTb BOCMPOM3BECTU MHLMAEHT CO34at0T HEMPUEMSIEMbIV OMEpPaLMOHHbIR UK KN6eppuck.

senm Tpe6yeTc’| npennho“Teanblﬁ FOMXOR _

MOCTOSAHHBIN AOCTYN K KPUTUYHOW o He3aBMCUMOCTb OT KOHMUIypauuy KOMMyTaTopa v BblAENIeHHbIN
. Y P AnnapaTHbin TAP . buryp Y P
dur3nyecKon nuHum monitor-path.

KpaTkasi AvarHoctvka noprta uam

VLAN SPAN BbicTpo, 6e3 pa3pbiBa MHUM U AOMNONHUTENbHbIX YCTPOWCTB.
He €eH floka i aHanu3aTto 0 no toTcs MTU
YnaneHHas konus yepes IP-ceTb ERSPAN / tunnel mirror Ry HJ.-I KANBHBIV AHANU3ATOP, HO NoABNIAIOTCA g
transport risks.
Ddusnye “ TAP He a e no arowmii host
Buanmoctb VM mnnu cloud workload vSwitch/vTAP/cloud mirror nsn CK%/M HE BUANT TPAUK, HE NOKUAIOWMIA nn
cloud fabric.
H fail- fail-cl
Moakniouenye inline IPS/NGFW Bypass switch yxHbl fail-open/fail-close n koHTponupyemoe ncknoveHme

VHCTpyMeHTa 13 live-path.

MNOJIHOTA BUAMMOCTU ONPERENAETCA BCEN LLEMO4YKON

NcTouHuk OnTuka Capture NIC NHcTpyMeHT

To4Ka MoLLHocTb - FEC Mpps - timestamp napcep - storage
HabniogeHus

Jio6oit drops counter, HecornacoBaHHblit MTU unu neperpyska downstream cospgaet blind spot

PucyHok 1. MlapaHTupoBaTb HeobxoanMo He TAP oTAeNbHO, @ CKBO3HOW TpaKT AOCTaBKM MaKeToB.

Koraa TAP ocobeHHO onpaBaaH

nHumaeHTbl b n dopeH3nka TpebytoT BOCMPOU3BOAMMONM MOJSTHOM NOCef0BaTelbHOCTM NAKETOB;
KpuTndeckas nuHmsa pabotaeT 6amn3ko K 3arpy3ske, npu kotopont SPAN destination moxeT 6bITb NeperpyxeH;
Heobxoanmo HabnaaTb 06a HanpaBneHUs HE3aBUCUMO M COXPAHATb MCXOAHbIN NOPALOK;

W3MEHEHME UM Nepe3arpy3ka KOMMyTaTopa He AO0/KHbI OTK/IH0YaTb MOHUTOPUHT;

HECKOJIbKO MHCTPYMEHTOB A0/IKHbI MoaydaTh O4MH U TOT xe Tpaduk yepe3s NPB nnu regeneration;

owmnbka Toukmn HabnwaeHns nMeet 60bLWYO CTOMMOCTb, YEM KOHTPOSIMPYEMOE OKHO YCTaHOBKM TAP.

Yrto TAP He pewaer

e TpesyeTc’l AOTOAHUTEAEHE

He aHanusunpyeTt nakeTbl NDR/IDS, packet recorder, NPM/APM unnu protocol analyzer.

MpakTuyeckoe pykoBoactso - 2026 | 4
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OrpaHuyeHue YT1o TpebyeTcs AONONHUTENBHO

He pacwudposbiBaeT TLS, QUIC, IPsec nnu
MACsec

He rapaHTupyet oTcyTcTBMe drops
downstream

He co3paet timestamp aBToMaTnyeckun

He 3aMeHsieT nsmepeHme Gpusanyeckoro
YPOBHS

Endpoint/proxy telemetry, koHTponvpyemas gewndpauuns UM aHanms
MeTafaHHbIX.

Pacuet emkocTtu, counters, NPB, capture NIC n koHTponb storage.

Capture NIC/NPB/analyzer n cuHxpoHusaums PTP/NTP.

DOM/DDM, power meter, FEC/CRC counters, BERT npu Heo6xoamMMocTw.

KPUTEPWIA YCNEXA

pPeXuMbI.

MpoeKT cynTaeTcs YCrewHbIM, eClIN HY)XKHbIN MakeT B HY>XHOM HamnpaB/IEHUU MOCTYMNAET B HY>XHbIA UHCTPYMEHT C
N3MEPEHHOW MOSIHOTOM, KOPPEKTHLIM BPEMEHEM M M3BECTHOW MOSIMTUKOM 06paboTKM — BK/IOYash aBapuiiHble

KOHTpOﬂbeIe BOMPOCDbI A0 HAaYa/ia NPOEKTa

Bonpoc YT1o A0MHKHO 6bITb 3aPUKCMPOBAHO

Kakoli cepBuc 3awmiaem?

Kakoe cobbiTue foKa3biBaeM?

['Ae HaXoANTCS HYXHbIA KOHTEKCT?
KakoBa nuKosas Harpyska?

KTo oTBevaeT 3a pe3synbraT?

Kak npuHuMaeMm pelueHne?

Bnapeneu, KpUTUYHOCTb, SLA 1 gonycTtMMoe okHO paboT.

Hy>Hble nakeTbl, HanpasaeHus, owmnbku, timestamp n Cpok XpaHeHus.
[o/nocne NAT, firewall, proxy, TLS termination u load balancer.
réut/c, Mpps, duplex, IMIX, jumbo n microbursts.

Bnagenbubl live-path, TAP, NPB, tools, AaHHbIX U U3MEHEHUNA.

YucneHHble PASS/FAIL, evidence n nopsaok o6paboTku OTKIOHEHUIA.

MpakTuyeckoe pykosoactso - 2026 | 5
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APXUTEKTYPA N TEPMUHOJIOIUA

Network A/B, monitor A/B, live-path, monitor-path 1 rpaHunubl OTBETCTBEHHOCTHU

PABO4YUMN TPAKT U TPAKT MOHUTOPUHIA

NPB

PUNBLTPALNS - KONUK

NETWORK TAP

“\
YcTpo#cTBo A

production link

YcTpoucteo B

production link

F

NHcTpyMeHTbI
NDR - IDS - PCAP

TAP KonupyeT Tpa(mkK, HO He aHaNIM3upyeT ero

PucyHok 2. Ba3oBas apxuTekTypa annapaTtHoro TAP 1 nocneaytoLllen AocTaBkm Tpaduka.

OnpepeneHue

Network TAP — cneuunanvManpoBaHHasa Touyka MoslyyeHus Konuu Tpaduka, ycTaHaBMBaeMasl B hnsnyeckuii
KaHan uam peanusyemas Kak QyHKLUMS aKTUBHOMO yCTpoMcTBa. B oTpacneBbix MaTepuanax BCTpeyatTcs
pacwundposkn Test Access Port, Test Access Point n Traffic Access Point. B 3TOM pyKOBOACTBE MCMO/b3YeTCS
TepMuH «ceteBoit TAP» 6e3 NpuBS3KN K eAMHCTBEHHOM pacwmndpoBKe.

CkopocTb, cpeaa, PMD, continuity u noseaeHune npu

Network ports A/B MopTbl paboyero coeanHeHus

P / pTel P A oTkase.
Rx-only/air MOLLHOCTb, CK Tb 1 mat

Monitor A/B Konuun cooTBeTCTBYIOWMX HanpaBaeHnn CIlCIT? LR, (e, e O
Kanapos.

Live-path Pabounin nyTb Mexay ysnammu [ocTynHocTb, insertion loss, latency u link events.
D MTU bscripti ti tam tool

Monitor-path MyTb oT TAP f0 UHCTpYMeHTa rops_, g QUSRTIEEET AT, WS () |2
capacity.

) ) NAT, encryption, routing, load balancing u visibilit
Observation point MecTo, rae cHuMmaeTtcsa Tpadumk ! yption, 9 9 Y

scope.

UYTo NnpoucxomuT ¢ NoIHOAYNNAEKCHbIM TpadUKoMm

naketbl A—B 1 B—A nepegaatotcs no live-path;

breakout-TAP BbiBOAUT ABa HamnpaB/ieHUa Ha OTAeNbHble monitor-nopTol;

arperuvpytowmin TAP moxeT 06beanMHATb HanpaBAeHUs B OAMH egress, eCln XBaTaeT eMKOCTH;
pereHepauuns GOpMUpyeT HECKONbKO KOMWUI AJ151 HECKOIbKUX MHCTPYMEHTOB;

KOHEYHbI aHanM3aTop AO/IKEeH 3HaTb, KaK onpeAennTb HanpasfieHNe N He nepenyTaTb KOMUM.

KoppeKTHble popmyamnpoBku TpeboBaHuii

HepocratouHas ¢hopmynupoBka UHxeHepHas (pOpMynMpoBKa

0 Heob6bSICHEHHbIX MOTepb BO BCel monitor-chain npu 3agaHHoM npodwune, Harpyske u

TAP 100%
AaeT b TPaguia ANUTENbHOCTY.

MpakTuyeckoe pykoBoactso - 2026 | 6
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HepocratouHasa ¢opmynupoBka WH)xeHepHaa ¢popMmynmnpoBka

MepeyeHb TUNOB KaapoB/oWNG0K, KOTOpble NOATBEPXAeHbI TAP, MPUEMHUKOM U
WUHCTPYMEHTOM.

MepepaeT BCe OWMOKM

He BnusieT Ha ceTb M3MepeHsbl insertion loss, link events, latency n pexumbl nutaHma Ana Bbi6paHHOM Moaenw.

MoaTteepxaeHo dusmyeckoe 6/10KMpoBaHNE 06paTHON Nepedaym A KOHKPETHOMO

Be3onacHbln monitor-nopt .
yCTpONCTBa.

MrHoBEHHOE BOCCTaHOBNEHME N3MepeHo BpPeMS MEPEKITIYEHNS M YUCTIO MOTEPSHHbBIX/AYBNMPOBAHHbLIX MAKETOB.

BPEMEHHbIE METKHU

MaccuHbI TAP 06b14HO He pobaBnseT timestamp. B npoekTe dukcmpytoTcsa Touka timestamping, ncrouHmk
BPeMeHU, AonycTuMas norpelHoctb, holdover n coBmMectMmocTb hopMaTta C aHannM3aTopoM.

Nacnopt HanpasneHuit A/B

m Network input Monitor output Monyuartenb / npoBepka

Network A Monitor A Rx A MHCTpyMeHTa; MapKkuMpoBaHHbIN test flow
B—A Network B Monitor B Rx B nHcTpyMeHTa; MapkunpoBaHHbIn test flow
Aggregated A—B + B—A Monitor aggregate MeTapaHHble HanpaBneHus, capacity n drops

CKBO3HasA ueno4yka npuemku

O CyYeTUMKM UCTOUHMKA M MpueMHMKa production-nMHUKM coXpaHeHbl Kak baseline.

Network n monitor-noptel TAP 04HO3Ha4YHO NPOMapKMpPOBaHbI.

Od

O NPB/capture NIC He nokasbiBatoT drops, overruns nnm congestion 6e3 o6bsacHeHuUs.

O WHCTpYMEeHT Nosy4yms OXXngaemoe YMCAo nocnenoBaTesibHbIX NAaKeTOB KaXkAoro HanpasieHus.
Od

MecTo timestamping n cocTosiHMEe NCTOYHMKA BPEMEHU BHECEHbLI B OTYET.

MpakTuyeckoe pykosoactso - 2026 | 7
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TUMNbIl TAP N PEXXUMbI PABOTDI

MaccmBHbIE N aKTUBHbIE KOHCTPYKLUMK, breakout, aggregation, regeneration n 3awuieHHbIE
MCMOSIHEHNSA

PEXXVUMbl JOCTABKN KOMWUN

BREAKOUT AGGREGATION REGENERATION
HanpaeneHns pasfenbHo A-B + B—A B oavH nopT OAWNH NOTOK HECKONLKNM toold
Tool 1
Rx A
TAP TAP
Tool
200G?
Rx B

PucyHok 3. Breakout coxpaHseT HanpasfneHus, aggregation aKoHOMUT NoOpT, regeneration MacwTabupyeTt 4yncno notpebutenen.

Knaccudukauusa no cpege  KOHCTPYKU UM

_ orpaH"qu“H / AROSERIH

. N HeTt nutanusa B live-path, HeT IP-agpeca, OnTtuueckuii 6roaxeT, split ratio, Tvn BonokHa/PMD,
MaccuBHbIN oNTUYeCKunin ) )
MUWHUManbHas noruka oTkasa. NoNsSipPHOCTb M mMonitor receiver.
o " Bo3MoxHbl Npeobpa3oBaHue, aggregation, MutaHue, latency, behavior npu oTkase u feature
AKTUBHbIV ONTUYECKUIA ) )
regeneration n ynpasnexue. capacity.
. . Mopnepxka BASE-T, auto-negotiation, CornacoBaHue nuHka, PoE class, nutaHne A/B n BpemMs
AKTUBHbIV MeAHbIl A )
BO3MOXHbI POE u fail-to-wire. BOCCTaHOBJ/IEHUS.
Patch TAP WHTerpaumsa B naTy-naHesnb, HU3Kas NMioOTHOCTb CoBMeCTMMOCTb MoAyel, cross-connects, MapkupoBka
kabener n NOCTOsAHHas Touka AocTyna. n insertion loss.
Tough/industrial PaclumpeHHbI TeMnepaTypHbIi AnanasoH 1 CepTtudukaumsa cpeabl, Bubpaums, DIN/rack, nutanune
9 MoHTax Ans OT/yaaneHHbIX naowanokK. N CepBUCHbIN JOCTYM.
Secure TAP [lononHutenbHas 3awmTta monitor-path n MexaHu3M 3alnTbl, CBETOBas UHbEKLUMS, JOCTYN K
nopToB. KacceTaM W MOAeNb yrpos.
Breakout

[Ba HanpaBneHns BbIBOAATCA pa3fenbHo. OTo Hanbonee npeackasyembllii pexum ansa forensic capture: emkocTb
Kaxaoro monitor-nopta paBHa CKOPOCTU OAHOrO HamnpasBfieHWs, a UHCTPYMeHT unu NPB nonydaeT aBHYO
MHdOpPMaLUIO O HanpasBieHUN.

Aggregation

PACHET

Onsa nuHmm 100G full duplex TeopeTnyeckunii cyMMapHbIA MOTOK MOXeT gocturatb 200 Féut/c. OamH Bbixog 100G
He cnocobeH rapaHTMpoBaHHO NepeaTb 06a HanpaBieHWUs Npy OAHOBPEMEHHOM MOSTHON Harpyske.

MpakTuyeckoe pykoBoactso - 2026 | 8
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Peak A—B + peak B—A, Mpps, packet-size distribution n microbursts.

BxogHas Harpy3ka
Egress capacity
Ouepeau

Direction metadata

Failure behavior

Regeneration u TAP->NPB

dakTuyeckass CKOpoCTb Monitor-nopTa 1 orpaHUyeHne BHyTPEHHEN KOMMyTaLuu.

Buffer, arbitration, drops counters, watermarks u alarm thresholds.

Kak downstream-MHCTPyMEHT pasnnMyaeT HanpaBieHUs Mnocse arperauuu.

YTO NPOUCXOAUT MpU HEAOCTYMNMHOCTU UM CHUXEHUM CKOPOCTU tool-nopTa.

PereHepaunsa nonesHa, Korga oaAnHakoBbI raw feed Hy)XeH HECKOSIbKMM HE3aBUCUMbIM cpeacTBaM. s
MacwTabHon punbTpaunmn, 6anaHcMpoBku, NpeobpasoBaHms CKOPOCTEN N KOHTPOSIS HECKOIbKNUX UCTOYHUKOB
npegnoyTutenbHa ceaska TAP—NPB—tools.

_

Heckonbko MAEHTUYHBIX KOMKiA
®dunbTpaumsa no 3arosioBkam
BanaHcuposka nyna tools
Mepexoa ckopocTen

LleHTpanu3oBaHHble counters u policy

Pacuet monitor-capacity

[a

O6bIYHO HeT
Het
OrpaHun4eHHO

OrpaHun4yeHHo

[a

[a, 3aBUCUT OT MoAeNv

Hda

[a, B npeaenax port/capacity

[a

m HiuHuMantHan emkocts o APOBERHTS

10G breakout 2 x 10G Rx Kaxxaoe HanpasneHue n oba capture rings.

100G aggregation o 200 réut/c cymmapHo Oversubscription, buffers, drops n HanpaBneHue.
100G regeneration x3 3 He3aBucumbix 100G egress BHyTpeHHas fabric capacity u tool outages.
400G—4x100G yepe3 NPB 400G ingress + 4x100G egress Mpps, hash, packet affinity u headroom.
NIAHUPOBAHMUE

CpenHss 3arpy3ka HefoCTaTovHa Ansa oueHku. cnonb3ynTe ogHOBpeMeEHHbIN peak 060mMx HanpaBneHui,
MakcuManbHbIi Mpps 1 microburst profile; pesepe MOLWHOCTN PUKCUPYITE Kak NpoekTHoe TpeboBaHume.

MpakTuyeckoe pykoBoactso - 2026 | 9
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ONMNTUYECKOE NPOEKTUPOBAHUE

BrogxxeT mowHocTu, split ratio, Tvnbl BonokHa, lane architecture, PAM4 n FEC

OMTUYECKWUU BIOOXKET: YETbIPE TPAKTA

Rx B
live-path
OnTnyeckun TAP
N3mepeHue
Rx power * margin
Monitor B

monitor-path

3anac = PtxXx — ZnoTepb — YYBCTBUTEJIbLHOCTb RX

MpOBEPWUTL TaKXKe BEPXHWUIN Npefen MOLLHOCTI NpUeMHIKa

PucyHok 4. OnTuyecknii 61oaXeT paccumTbiBaeTcsl oTaenbHO Ans live-path n monitor-path B 06omnx HanpaBnerHusx.

PacueT onTtuuyeckoro 6roaxerta

OCHOBHASA ®OPMVYIJ1A

3anac, b = MMHMManbHasa Tx power — CyMMapHble MoTepu TpakTa — MUMHUMasbHas YyBCTBUTENbHOCTb RX.
Pe3synbTaT fO/MKEH 0CTaBaTbCs MOSIOXKUTENBbHBIM C COMIAaCOBaHHbIM 3KCM/TyaTalMOHHbIM 3anacom [2]

Enaracmos FOTERS _

BonokHo [OnvHa X 3aTyxaHue Ha paboyei ANVHe BOJHbI MpoekT CKC / namepeHue
KoHHeKTOopbI Kaxxpasa pasbeMHasa napa, Bkato4das patch panels HopmaTtms/u3mepeHune

CBapku Bce nocTosiHHble coeanHeHuns PednekTorpamma / nacnopt
TAP Network insertion loss n monitor insertion loss Datasheet koHKkpeTHOI Mozenu
[poyne aneMeHTbl Mux/Demux, aganTepbl, KacceTbl, Cross-connects Datasheet / nsmepenuve

3arps3HeHune, cTapeHune, TeMmnepaTtypa, PeMOHT U
3anac P ! P ! patypa, p Monutuka npoekTa
nepekoMMyTaums

YeTbipe 0653aTeNbHbIX pacyeTta

N

Mocne network leg TAP MOLHOCTb Bbille YyBCTBUTENTbHOCTU U HUXE

A-Blive Rx B overload.

B—A live Rx A OTnenbHbI Tx budget BTOporo HanpaeneHus.
A—monitor Monitor Rx A Monitor leg, anvHa patch, npnemHuk analyzer/NPB.
B—monitor Monitor Rx B He3aBWCUMbIN pacyeT n U3MepeHune.

MpakTuyeckoe pykosoactso - 2026 | 10
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Split ratio

KoaddurumeHT yKasbiBaeTcs kak network/monitor. Bonbwasa gons B live-path ymeHblwaeT BnMsHMe Ha pabouyto
ceTb, HO TpebyeT 6onee YUyBCTBMTENBHOrO Monitor receiver. TeopeTnyeckoe aeneHne AOMNONHSAETCs excess loss u
notepsiMm coeanHutenen [3].

Split network/monitor Mpumep insertion loss SM network/monitor

CuMMeTpUUHbIN 6loaxeT; obe CToOpoHbl TpebytoT

50/50 3,7/ 3,7 nb
3aMeTHoro 3anaca.

60/40 2,8/4,8 16 rlpM(.)pVITET live-path npu ymepeHHOM ocnabneHum
monitor.

70/30 2,0/ 6,106 TunoBoi koMnpomucc, ecnu analyzer nmeet
[OCTATOYHYO YyBCTBUTENbHOCTb.

80/20 1,3/ 8,0 ab Manoe BnusiHMe Ha live, xecTkuit monitor budget.

90/10 0,8/ 12,0 4B MakcuManbHblii npuopuTeT live; monitor MmoxeT

notpeboBaTb short reach/4yBCTBUTENbHYO ONTUKY.

3HaudeHus Bbille NMPUBEAEHbI KakK rpumMep m3 1abnuubi Ixia Flex Taps [4] n He IBNSIOTCS YHMBEPCalbHbIMU. /1711 HOBOIO rpoeKkTa
UCIOJIb3YIOTCS aKTyaslbHbl€ rnapaMmeTpbl BbIOpaHHOM MOAEIN U OMTUKU.

dusnyeckan coBMecTMMOCTb

D e L S

BonokHo 0S2, OM3, OM4, OM5 HecoBmectumble modal bandwidth, wavelength u reach.

KoHHekTOp LC duplex, MPO/MTP HesepHas polarity, key orientation nnan yncno BonoKoH.

PMD SR4/SR8, DR4/DRS, FR4, LR4, PSM4 O.qMﬁaKoaaﬂ CKOpOCTb, HO pa3Has lane/wavelength
architecture.

BiDi TS T FET (56 @4 Bemei e O6bI4HbI duplex TAP"He.I'I[:.)MMeHI/IM; HYXeH
cneunanmsanposaHHbiv BiDi.

WDM CWDM/DWDM wnm LAN-WDM Splitters 1 MOHUTOPHbIE MPUEMHUKW AO/KHbI COOTBETCTBOBATL
crnexkTpy.
Link MoXeT noaHATbLCS TAaTOYHOr0 3KCMNyaTaLNOHHOT

Transceiver Tx min/max, Rx sensitivity/overload, DOM i) ) B FEEEE-) B S EE LB ISR

3anaca.

100/200/400G v nnaHuposaHue 800G/1.6T

IEEE 802.3df-2024 pnob6asnseT napameTpbl ana 800 Gb/s n 1.6 Tb/s [1]. OaHaKO CKOPOCTb HA 3TUKETKE He
onuceiBaeT yncno lanes, PMD, FEC n pa3sbeM. Ha gaty aktyanusauum noptdens Keysight TAP 3asasnser
noaaepxky 0o 400G [9]; noaaepxkKy 6onee BbICOKMX CKOPOCTEN cneayeT NoATBEPXKAATb AOPOXHOW KapTon m
PoC.

PAM4 / lane rate CootBeTcTBMe PMD 1 monitor receiver, a He Tonbko aggregate Ethernet rate.
FEC Pexxum, corrected/uncorrectable counters, coctosaHue fo n nocne yctaHoBku TAP.
MPO/MTP Polarity, lane order, uicno BonokoH, clean/inspect before connect.

Breakout Jonyctumble fan-out koM6buHaummn n cootsetctame analyzer/NPB.

Roadmap KoHKkpeTHble part numbers, cpokn, coBMecTMMOCTb M upgrade path.
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MpuemKa onTUYECKOWU IMHUK

CoxpaHeHbl Tx/Rx power 1 DOM po yctraHoBku TAP.

PaccuuTtaHbl 1 n3mepeHbl 06a live-path n o6a monitor-path.

MpoeepeH overload threshold kaxxaoro npueMHuka.

KOHHEeKTOpbl OYMLLEHBI M OCMOTPEHbI; polarity n MapknpoBka COOTBETCTBYHOT CXEME.

CpaBHeHbl CRC, PCS/FEC corrected n uncorrectable counters o n nocne yctaHoBKM.

O oooo o

MoaTBepxaeHa CTabunbHOCTb SIMHKA NoA TpacmMKOM 1 Nocsie NepekoMMyTaLmu.

Pabouaa ¢popma onTuueckoro brogxkeTa

- - / /

A—B live

B—A live . - / /
A—monitor . - / /
B—monitor . - / /

MoHTaXKHaA nocneao0BaTeNIbHOCTb

Mposeputs BOM, PMD, anuHy BonHbl, connector, polarity n pabodee okHo.

CoxpaHutb baseline Tx/Rx, DOM, FEC/CRC wu link events oo pa3pbiBa JIMHUN.

OunCTUTb U OCMOTPETb KOHHEKTOPbI, YCTaHOBUTb TAP no cxeme A/B.

CHauana noaTBepantb oba live-path, 3ateM noakntoumnTbs monitor receivers.

BbinonHuTb power, packet u failure tests; 3anucatb cepuiiHble HOMepa U haKTUYEeCKME 3HAUYEHUS.
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MEQHDLIE TAP

Auto-negotiation, PoE, fail-to-wire, nutaHne n nposepka paboyero kaHana

Mouemy megHbin TAP aBnsaeTca akTUBHbIM YCTPOMUCTBOM

Ona BASE-T TpebyeTcs cornacoBaHue 1 BOCCTaHOBJIEHME 3/IEKTPUYECKOrO CMrHana, nosToMy meaHbii TAP
06bIYHO HY>XAAeTCs B NUTaHUM Ass monitor-dyHkunmn. Hannuue fail-to-wire gomkHO NoATBEpPXAATLCS
KOHCTPYKLMEN N UCMbITaHWEM: OHO He O3HaudaeT oTcyTcTBue link flap, renegotiation nnn notepu akTMBHbIX

ceccumn.

TpeGOBaH"e APOSITa

10/100/1000 n npu HeobxoammocTn 2.5/5/10GBASE-T

CkopocCTb
Auto-negotiation
PoE

Jumbo frames
EEE

Fail-to-wire

Monitor isolation

CoBMecTuMocTb 06ounx endpoints

Twn, Knacc, napbl, MOWHOCTb U HanpaBieHne
MakcuManbHbI pa3Mep kaapa

Moanepxxka MAM LOKYMEHTUPOBAHHbIN 3anpeT
Live continuity npun notepe o6onx PSU

Rx-only/data diode npu HeobxoaumocTn

Kaxnasa Tpebyemas ckopocTb 1 duplex.

Power cycle n noBTopHOe cornacoBaHue.
Harpy3ka PoE n cHaTue nutaHmna TAP.

Line rate 6e3 naMeHeHusi/yceueHusl.

MNepexoabl idle/active n latency.

N3mepuTb gap, renegotiation n BocctaHoBneHue.

MonbiTka nepenayn obpaTtHo B live-path.

Marpuua oTkasos

Co6biTne YTo nameputb HepocraTouHblii pe3ynbTaT

OTkas PSU A Alarm v HenpepbIBHOCTb monitor/live CKpbITOE OTK/I0YEHME KOMUNA.

OTkas PSU B AHaNOrnyHoO A1 pe3epBHOro BBOAA Pe3epB He npoBepeH.
Fail-to-wire 3asiBneH 6e3 uncneHHoro

noaoTBEPXAEHUA.

OTkas obonx PSU Packet gap, link state, PoE continuity

BoccTaHoBneHMe nutaHus MOBTOpPHbLIVM gap v monitor recovery Live-path nepesanyckaeTcsi BTOPUYHO.

OTkntoveHwme tool OTcyTcTBME BAMSHUSA Ha live Tool-nopT cnocobeH BO3AeNCTBOBATb Ha CETb.

3aMeHa kabens Speed/duplex/PoE u counters Henpeackasyemoe cornacosaHue.

nNPUMEP MOAEJIN

Keysight IxTap Copper 3assnset 10/100/1000, redundant power, fail-to-wire, POE n jumbo pass-through, a
Takxe air-gapped monitor ports [11]. 9T CBOMCTBa OTHOCATCA K AAaHHOW MOAENN N AOSXKHbI NPOBEPSATLCA AN
BbIGpaHHOM peBuU3nMn.

MuWHMMaNbHBIN NPOTOKO/ MeAHO NPUEeMKU

3anucaTb speed/duplex, PoE class n counters endpoints 40 yCTaHOBKMU.

MpoBepuTb line-rate ans MnMHMManeHbIX Kagpos, IMIX n jumbo frames B 060ux HanpaBneHnUsX.
MoouepeaHO OTKAUYUTb UCTOUYHUKM NuTaHua TAP, 3aTeM ob6a MCTOUYHMKA.

M3mepuTh link flap, packet loss, BpemMsi BoCcCTaHOBMEHUS U cocTossHUeE PoE.

MonbiTaTbCs NepeaaTb TECTOBLIM Kagp Yyepe3 monitor-nopT obpaTHO B live-ceTb, ecnu 3asseneH data diode.
CoxpaHuTb UTOroBble counters, KOHdUrypaumio 1 serial/firmware B akTe npmvemku.
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TAP, SPAN, CLOUD MIRROR U BYPASS

MnatdopMo3aBMUCHMMbIE OrpaHMYEHMS, BbIBOp METOA4A M [OKa3yeMOCTb MOSyYEHHON Konuu

KAK BbIBPATb NCTOYHUK KOMNMUN TPAPUKA

Pusndeckan JIMHUA?

KPWUTU4YHaAa n
rnocToAHHasA

VvTAP / mirror
VM - cloud - workload

MpoBepka
coverage ' loss + MTU
- HA

SPAN / ERSPAN

BpeMEeHHO nan
yoaneHHo

Bypass switch
inline IPS / NGFW

PucyHok 5. Bbibop MeToza onpeaenseTcs Cpefon, KpUTUUYHOCTBIO U POSbio MHCTPYMEHTa.

CpaBHeHMe meTO0A08B

M SPAN/ERSPAN VTAR/cloud mirror

Konusi BUpTyanbHOro
workload

MocTosiHHas konus
bursnyeckon nuHUM

3epkanuposaHue

) Moakntoyenwne inline tool
switch/router

OcHoBHas posb

3aBucuMocTb OT config MuH1ManbHas/mMoaenbHas Bbicokas Policy/API/tags Fail policy n health

B downstream unun

Meperpyska aggregation B destination/fabric/tunnel B source/target/transport B inline tool

FCS/errors 3aBucuT oT TAP u receiver MnaTtdopmozaBucMmo S::I::: V238 CRPEISITITTC He ocHoBHas 3agava
YaaneHHbln goctyn Yepes NPB/tunnel ERSPAN HaTtunsHO Yepes management/NPB
Paspbis uHun npu [a Het HeTt dun3smyeckoro paspbiBa Ja

MOHTaxe

SPAN: 4TO MOXXHO YTBEPKAATb KOPPEKTHO

SPAN ypob6eH 1 yacto goctaTo4veH ANs BpeMEHHOM AMarHOCTMKM, HO ero noBeAeHune onpegensercs naathopMon,
ASIC, Bepcuert OC n KOHKPETHOM ceccuen. Henb3s nepeHoCuTb OrpaHnyYeHns OAHOro0 KOMMyTaTopa Ha Bce
YyCTPOWCTBa.

noATBepmAeHHblﬁ ApHMER

PaccunTbiBaTb CyMMapHbIii Rx+Tx peak u nposepaTb destination
drops.

Cisco Catalyst ykasbiBaeT, uto oversubscribed SPAN destination moxeT
TepsaTb nakeTbl [5].

Catalyst onucbiBaeT BO3MOXHYO OTNpPaBKy ABYX KOMWIA OAHOrO NakeTa

MpoeepsTb duplicates n Tononoruto source interfaces.
npu codetaHmn Rx u Tx sources [5].

[Ons dusnyeckon AMarHoCTUKN KOHKpeTHON nnaTtdopmbl SPAN
MOXeT ObITb HeAOCTaTOUEH.

Cisco Nexus 9000 yka3sbiBaeT, 4To naketbl ¢ FCS errors He
3epkanupytotcs [6].

JlOKyMeHTUPOBaTb ingress/egress n oXxuaaemyto cTagmto
06paboTku.

Touka pennukaunn otHocuTenbHo ACL/Q0S BnvseT Ha coaep>xumoe
konuu [5][6].
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Cloud mirroring

_ T SiauoimTL B APOSKY

Encapsulation overhead Pa3smep 3aronoskos, source/target MTU n gonyctnmoe yceveHue.

Transport loss MponyckHas cnocobHocTb ENI/VNIC, target, tunnel n collector.

Coverage drift ABTOMaTMYecKoe BK/toUeHWe HoBbliX workloads no tag/policy n KOHTPOSb UCKIOYEHNIA.
CTOoMMOCTb Compute, inter-AZ/region traffic, egress n xpaHeHue.

Failure domain Instance/AZ/region failure, autoscaling n health checks.

AWS MTU

AWS foKyMeHTUpYeT aonosiHuTenbHbln overhead Traffic Mirroring n Bo3MOXHOCTb truncation npu HeAOCTaTOUYHOM
target MTU [7]. MNpoBepka A0/KHA BbINOJIHATLCA Ha MakCMManbHOM pa3Mepe UCXOAHOro nakera.

TAP u bypass switch

NHCTpyMeHT Out-of-band NDR/IDS/PCAP/NPM Inline IPS/NGFW/DLP

Live traffic uepe3 nHcTpymeHT Het [a vnun yepes bypass path

OCHOBHOW OTKa3 MoTeps konuu / BIMSIHWE BCTaBKM MoTtepsi/6nokmnposka production traffic
KnioueBas nonutuka Breakout/aggregation/regeneration Fail-open/fail-close n heartbeat
Mpuemka Completeness 1 monitor-chain Session continuity n switch time

Korpa SPAN pgocratoueH

pasoBasi AMAarHOCTMKa Ha JIMHUWN C HU3KOM KPUTUYHOCTLIO M U3BECTHbLIM 3anacom destination-nopTa;
nabopaTopHas cpeaa, rae AonyCcTuMa NoBTopHas KoHdUrypaums u noteps yactu evidence;

KOHTPO/b orpaHmnyeHHoro Habopa VLAN/mopToB npu A4OKYMeHTUpPOBaHHbIX platform limits;

BPEMEHHbIN MCTOYHUK A0 YCTaHOBKW MOCTOSIHHOWM TOYKM HabnoaeHUs, C HA3HAYEHHbIM CPOKOM OTKJIHOUYEHMUSI.

KoHTpoabHaA KapTouKa 3epKaiMpoBaHUA

_

Source / direction Moptbl, VLAN, Rx/Tx/both n ctagnsa obpaboTtku.

Destination / transport MopT, tunnel, target, collector n mapwpyT.

Harpyska Peak réut/c, Mpps, duplicates n oversubscription.

MTU NcxopHbih max frame, encapsulation overhead u truncation policy.
KoHTponb Drops, queues, health, coverage drift n alerting.

XXU3HEHHbIN UNKN Bnaneneu, change ticket, naTa NpoBepKM N CPOK OTKIIHOUEHMS.
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APXUTEKTYPbl PASBEPTbIBAHUA

KapTta Touek Habnoaenus ansa LOA, dunuanos, OT/ICS n rmbpugHoro obnaka

TMBPUOHAA APXUTEKTYPA BUAMMOCTH

n3ndeckun LO Buptyanusauusa Public cloud OT / punmnan
optical/copper TAP vSwitch mirror traffic mirror Tough / copper TAP

NPB U MHCTPYMEHTbDI

PucyHoK 6. PasHble UCTOUYHUKM TpadumKa TpebyloT eanHON Modenu coverage, capacity u ownership.

Kak Bbibupatb TOUKy HabnroageHus

OnpenennTb 3aWMLaeMbll CEPBUC, MONb30BaTENEN U TUM MHUMAEHTA, KOTOPbIN TpebyeTcs AoKa3aTb.

HaHecTtn mapwpyTbl north-south n east-west, Bkntoyas pesepBHble NyTn U asymmetric routing.

OTtmetuTb NAT, load balancer, firewall, proxy, VPN, MACsec u TLS termination.

BbibpaTb TOUKyY, rae ewe A0OCTYMNHbl HY)Hble aapeca, HanpasrieHue 1 payload nnbo HeobxoamMMble MeTadaHHbIE.
MpoBepuTb, 4TO 0ANH observation point gelcTBuTeNnbHO NokpbiBaeT Bce ECMP/LAG/MLAG nyTw.
3adukcmpoBaTb BAagenbua Toukn, maintenance window 1 downstream tool consumers.

_ THNOBEIE TosIM Knioseson SOnPec

WNHTepHeT-nepuMeTp [o/nocne firewall, DDoS, load balancer Hy>xHbl nn pre-NAT un post-policy konuun?

L0 spine-leaf Leaf uplinks, service leaf, inter-DC Bce nu ECMP nyTn nokpbITbI?

KpuTuyHble cepsepsbl Storage, database, identity, backup He ocTtaeTtcs nu traffic BHyTpu host/vSwitch?
dunnan/WAN Edge router, SD-WAN, Internet breakout l'Ae pocTtyneH He3awundpoBaHHbIN context?
OT/ICS Zone/conduit, control center, plant floor Hy>xHo nu industrial ncnonHeHne 1 naccMBHOCTL?
Mobile core N3/N6, GTP-U, PFCP/GTP-C Kak coxpaHuTb subscriber/session context?

PedepeHc 1: dunmnan 1G copper

KoMnoHeHT PeweHune

Observation point Mexay WAN/SD-WAN appliance n access switch.
TAP Breakout copper, PoE pass-through npu HeobxogmmocTn, redundant PSU u fail-to-wire.

[Ba Rx-uHTepderica nokanbHoro recorder/NPB nu6o arperupytowmii TAP npu AoKa3aHHOM
3anace.

Monitor

Acceptance Full duplex, IMIX/jumbo, PSU failure, PoE continuity n remote-tool outage.
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Pedepenc 2: LOA 100/400G

KoMnoHeHT PeweHue

Observation point Leaf/spine, service insertion u inter-DC links ¢ yuetom ECMP.

TAP MaccuBHbIN optical breakout, PMD/connector matched, pacueT yeTbipex optical paths.

Delivery TAP—400G-capable NPB—100/25G tools, koHTponb Mpps, microbursts n FEC.

Acceptance Rx power, DOM/FEC baseline, simultaneous full duplex, packet sequence n 24-72 h soak.
PedepeHc 3: OT/ICS

KoMnoHeHT PeweHune

Observation point paHuubl security zones/conduits, remote substations nnu production cell.
TAP MaccuBHbIN optical nnn industrial copper ¢ TpebyembiMn environment ratings.
Security Locked enclosure, Rx-only monitor path, otaenbHas management zone un data minimization.

Change control, 3anacHor moaynb, MapkupoBka, remote hands n nepuogunyeckuin loss

Operations ;
P baseline.

APXUTEKTYPHASAA KAPTOYKA
[Ans Kakaon niolanky A0/HKHA CyLeCcTBOBaTb OAHA CXeMa c observation points, HanpasneHusmn A/B, part

HEAOCTaTO4HO.

numbers, split ratio, onTnyecknmmn pacyetamm, NPB/tool destinations, owners n capacity. CnoBecHOro onucaHus

PedepeHc 4: virtual / cloud

KoMnoHeHT PeweHune

Coverage ABTOMaTMyeckoe BkaoveHne workload no tags/policy n otyet 06 nckn4eHnsx.
Transport Mirror/vTAP—collector/NPB c pacyetom MTU, bandwidth u failure domains.
Correlation Cloud flow/log metadata, workload identity n UTC timestamp.

Acceptance Scale-out, instance replacement, max frame, packet sequence u target failure.

KomnnekT pe3ynbTaToB No naowagKke

Cxema observation points, pe3epBHbix nyter, NAT n Touyek wndpoBaHms.

BOM c exact part numbers, optics, cables, licenses n spare units.

PacueTbl live/monitor capacity n ontnyeckoro 6oaxeTa.

MpoTtokon PoC c raw counters, logs, packet sequence n namepeHmnsaMm O0TKasos.

MaTtpuua owners, change/rollback procedure n support contacts.

O oooo o

Baseline u thresholds, 3arpyxeHHble B cMctemy akcnayatauum.
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BE3OIMNACHOCTb N LUIN®OPOBAHME

Monitor isolation, dusnueckas sawmnta, TLS/QUIC 1 XXM3HEHHbIA LNK/ 3aXBaYeHHbIX AaHHbIX

Mopaenb yrpo3 TAP-uHPpPaCTpPyKTYypbI

_

MoakntoyeHne HeCaHKULMOHMPOBAHHOIO

npueMHuka
MHbekuna yepes monitor-nopt
Kpaxa nonHoro PCAP

He3ameTHoe OTK/I0YeHne OAHOIro
HanpaBneHua

N3meHeHune cloud mirror policy

KomnpomeTauma managed TAP

Locked racks/panels, tamper evidence, inventory n KOHTpOSb NaTyY-KOpPAOB.

Mopenb ¢ noaTBepxaeHHbIM Rx-only/data diode nnun HesaBucnmasn dusmyeckas 3awmTa.

RBAC, encryption at rest, retention, audit n otaeneHbili forensic workflow.

Per-port counters, alarms, test packets v perynsipHasi ceepka A/B.

Four-eyes approval, config diff, tag coverage n SIEM audit.

OOB management, AAA/MFA, firmware lifecycle, allow-list n backup config.

LLndpoBaHue: KOPPEKTHbIE OXKUAAHUA

TAP konupyeT 3awmndpoBaHHble NakeTbl 6e3 pacwndposku. Ans TLS 1.3 n QUIC packet capture coxpaHsieT
TPaHCNOPTHbIE MPU3HaKM, TaMMUHT, pa3Mepbl U AOCTYMNHYIO YacTb handshake, HO He npenocTasnseT application

payload cam no cebe.

Metadata-only

Reverse/forward proxy

Session key export

Passive decryption

Endpoint/EDR telemetry

5-tuple, timing, sizes, TLS/QUIC fingerprints u
certificates, ecnu goctynHbl

KoHTponupyemas TLS termination u L7 visibility

PacwudpoBka oTaenbHbIX ceccuii 6€3 NoOCTOAHHOro
server key

MoctdakTyM unu real-time npu AOCTYMHbIX KtoUYax

Context npouecca 1 NpuUAOKeHUs

HeT cofep>XMMOoro MpuIoXeHus.

Trust, pinning, mTLS, latency v privacy.

Endpoint coverage u 3awuta key material.

He yHuBepcanbHo; forward secrecy u key
governance.

AreHT, coverage, Npov3BOAUTENBHOCTb U
nosepue Kk host.

NIST TLS 1.3

NIST SP 1800-37 paccmaTtpuBaeT TAP Kak UCTOYHUK 3aliMdpPOBaHHbIX MAKETOB, a AelndpaUnio — KaK OTAEbHYH
apxuTekTypy c key governance, session keys nnn middlebox [8]. 9Tn ponu Henb3a 06beAUHSATL B O4HOM
obewaHnn «TAP pacwmdpoBbiBaeT Tpaduk>».

Governance AaHHbIX

Kakue cermeHTbl KONUpyTCs
KTo nonyuyaert feed

Kak cokpawaetcs payload

Scope, ucknioyenus, data classification
Tool ports, accounts, network isolation

Filter, slicing, masking, metadata

Security Architecture + data owners
SOC / platform owner

Privacy/Compliance
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Ckonbko xpaHutcs PCAP Retention, deletion, legal hold Legal/Compliance + service owner

Kak coxpaHsatoTcs

Hash, time source, chain of custody Incident response / forensics
AoKa3zaTeNnbCTBa

Kak ayaumpyoTcst U3MeHeHus Immutable logs, config diff, timestamps Internal control / SOC

BpemeHHaa cMHXpoHU3auuAa

Touka timestamp Ingress capture NIC/NPB/analyzer, yka3aHHasi B apxuTeKkType.
NCTOYHMK NTP, PTP IEEE 1588 n/unu 1PPS; pe3sepsupoBaHue un holdover.
MorpeluHocTb YncneHHbl gonyck aAns correlation Mexay MHCTPyMeHTaMu.
KoHTponb Offset, sync state, clock class, alarms u invalid-time marker.
dopeH3unka Time zone, UTC normalization n gokymMeHTMpoBaHHbIW clock evidence.

Security acceptance

O ®wusmnyeckmin goctyn K TAP, naHensM n monitor-noptam orpaHuyeH u XypHanupyeTcs.
Rx-only/data-diode cBoicTtBO noaTBepxaeHo datasheet n ncneitaHnem, ecnmn oHo ob6s3aTesnbHO.
Ynpasnsiemble KOMMOHEHTbl ncnonb3dytotT OOB, AAA/MFA, RBAC n ayauT KOHGuUrypaumu.

Scope, minimization, retention, deletion u legal hold cornacoBaHbl Bnagenbuamm AaHHbIX.

Time source, offset alarms n dopmaT evidence npoBepeHbl coBMmecTHO ¢ IR/forensics.

O ooo o

SkcnopT PCAP 1 kno4yeBOro Matepuasna UMeeT OTAeNbHbI yTBepXAeHHbI workflow.

Ka PTO4YKa NOTOKAa AaHHbIX

NCTOYHMK / KaTeropun AaHHbIX

Monyyatenwu / purpose

dunbTpaumsa / slicing / masking

Retention / deletion / legal hold

Bnageneu / cornacoBaHue
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BblBOP PELLEHUA U RFP

HeliTpanbHas oueHOYHas MoAenb, NPoAYyKTOBbIE MPUMEpPLI U MpoBepsieMble Tpe6oBaHMS

OueHo4yHaa mopenb

_ np“Mepbl KPHTERHES

dusnyeckas COBMECTUMOCTb 20% Media, PMD, connector, polarity, split ratio, optical budget.
[ocTtoBepHocTb monitor-path 20% Breakout, errors, direction, line rate, Mpps, drops counters.

HapexHocTb 15% Passive continuity, PSU, fail-to-wire, link behavior, environment.
BesonacHocTb 10% Rx-only, no IP/passive, AAA/audit for managed models, physical security.
MacwTtab n NNoTHOCTb 10% Taps per RU, cable management, regeneration/NPB integration.
SkcnnyaTauus 10% Labeling, replaceability, DOM/counters, documentation, support.

TCO u lifecycle 15% Hardware, optics, cross-connects, spare units, support n upgrade path.

NMPABWUJ1O RFP

TpeboBaHue 6€3 MeToAa NPOBEPKM OCTAETCSA MOXenaHueM. [ns Kaxaoro 0683aTeNbHOro NyHKTa yKaxurte
evidence: datasheet, nsmepeHne power meter, packet test, failure test, configuration export nan BHewHn"
analyzer.

Kniouesble BOMPOCDHI NOCTABLWUKY

CoBMeCcTMMOCTb Kakow TouHbIi PMD, wavelength, connector, fiber u lane architecture nogaepxusatotca?
onTuka KakoBbl actual network/monitor insertion loss u gonycku ansa kaxgoro split ratio?

Errors Kakue errored frames BuaHbl monitor receiver n 4yem 3TO NOATBEPXAEHO?

Aggregation KakoBo noseaeHue npm sum A+B > monitor capacity v rae BuaHbl drops?

Copper Kakosbl fail-to-wire gap, renegotiation, PoE limits n behavior npu BoccTaHOBNeHUN NUTaHNUSA?
Security siBnseTca nm monitor port dusmyeckn Rx-only n kak 3To peannsoBaHo?

Lifecycle EoS/EoL, replacement part, roadmap 400/800G u warranty?

Quality Kakue factory tests u serial-level acceptance data goctynHbi?

MpoaykToBbie npumepbl Keysight

Cneayrowas Tabnvua nantocTpupyeT Kaccbl pelleHnii U He 3aMeHsIeT akTyalbHbl KOHMUrypaTop.
XapaKkTepuCcTUKn NOATBEPXKAAOTCS BblbpaHHbIM part number, datasheet n kommepueckon cneundukaumnen.

m Ony6a1MKoBaHHbIE OPUEHTUPbI NMpoBepuTb B NpoekTe

NaccmBHble SM/MM, 1G-400G, split 50/50-90/10, no 24 TAP PMD, connector, actual insertion loss, module
Flex Tap II :
B 1U [10]. density.
MopTdens ykasbiBaeT Ao 36 TAP B 1U Ans COOTBETCTBYIOLLEN [ocTtynHble moaynu, cable management u

Flex Tap VHD nnatopmbi [9]. serviceability.
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m Ony6/IMKOBaHHbI€ OPUEHTUPDI MpoBepuTb B NpoekTe

10/100/1000, fail-to-wire, redundant power, PoE/jumbo, air- Firmware/revision, PoE class, failure gap un
IxTap Copper .

gapped monitor [11]. management mode.

MaccuBHasa Touka A0OCTyna, MHTerpuposaHHas B patching Loss, supported fiber/connector, rack/cross-
Patch Tap .

[12]. connect design.
Tough Tap BapwuaHTbl ang industrial/ICS u yaaneHHsix nnowagok [13]. Environmental rating, certification, media u

maintenance.

Shortlist readiness

O OauHakoBble TpeboBaHUSA NPUMEHEHbI KO BCEM MOCTaBLLMKAM.

MonyyeHbl exact part numbers 1 nonHasa BOM c ontukon, chassis n spare units.
OnTuyeckume pacyeTbl BbiNMosaHeHbI No actual insertion loss, a He Tonbko no split ratio.
MocTaBLWwmK NpUHAN eanHyto metoamky PoC n kputepun FAIL.

MpoBepeHsbl lifecycle, rapaHTnsa, coeMecTMMocTb M migration path.

O ooo o

Bce OTK/IOHEHMS BHeCeHbl B risk register A0 KOMMeEpPYEeCKOro cCpaBHeEHUA.

Mepa PXuAa AO0Ka3aTte/ibCTe

_

1. NMpuemMoyHbIn PoC Raw analyzer results, power, counters, failure tests MakcumanbHbIi
2. KoHTpakT Cneundwukauus, SLA, warranty, lifecycle letter Bbicokuii

3. Datasheet / release notes TouHasi MoAenb, revision U NoaAepXKUBaEMbll pexunm Bbicokuii

4. Factory / independent report Serial-level nnn He3aBMcMMoe ncnblTaHne CpepHui

5. Demo / npe3eHTauuns CueHapuii nocTasLmka 6e3 eANHON METOANKN OpueHTup

Hopmanusa Uuna KommepyecCKkux npeaioxKeHu 7

Kateropus CpaBHMBaTb Ha OAMHAKOBOM FrOPU3OHTE

CAPEX Chassis/modules, optics, cables, panels, licenses u installation.
Mopnepxka Cpok, SLA, advanced replacement, software access n obyuyeHue.
Peseps Spare ratio, BpeMs 3aMeHbl, COBMECTUMOCTb peBu3nin n stock risk.
Lifecycle EoS/EoL, migration path, roadmap 1 nosTopHbIli PoC.

Puck OkHO MoHTaxa, downtime, HegokasaHHas eMKocTb U blind spots.
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POC U NMPUEMKA

BHewHwnrn analyzer, nonHbin duplex, microbursts, error handling n TecTbl oTkasa

NMpuHUMNbI YeCTHOro UCNbITaHUA

3adukcmposaThb topology, hardware revision, firmware, optics, split ratio u configuration.
Wcnonb3oBaTb BHellHWI traffic generator/analyzer n sequence numbers, a He TONIbKO CHETYMKN TECTUPYEMOrO

yCTpOMCTBa.

MpoBepaTb 06a HanpaBeHUs oa4HOBPEMEHHO Ha 64/128/256/512/1024/1518 bytes, jumbo n IMIX.
MpoBoauTb positive n negative tests: overload, loss of power, tool outage, wrong MTU u optical margin boundary.

CoxpaHaTtb raw results, counters, logs, power readings 1 doTorpadum MapKMpOBKMU.

MoBTOPUTbL KpUTUYECKME TeCTbl nocne ntboro nameHeHus firmware, optics unum topology.

O6sa3aTenbHan nporpamma

ﬂ Harpysia / Aencrsue

Baseline live-path

TO2 Full duplex
TO3 Small packets
TO4 IMIX/jumbo
TO5 Microbursts
TO6 Direction

TO7 Errors

TO8 Optical power
TO9 Aggregation overload
T10 PSU failure
T11 Tool outage
T12 Soak

JNnHk, latency, counters go/nocne BcTaBku
Line rate A—~B n B—A ogHOBpeMeHHO
64/128 B, max Mpps

PeanbHbili npoduab + max frame
KopoTkue nukun obonx HanpasneHui
MapkupoBaHHble A/B flows
FCS/runts/giants npu Hannynu reHepaTopa
Bce yeTbipe TpakTa

2A+B > egress

Kaxxabih PSU 1 nonHoe nutaHue
Down/slow/disconnected monitor

24-72 h mixed traffic

OnTUYecKunii NPOTOKON N3MepPEeHUn

Rx power A

Rx power B
Monitor A

Monitor B

FEC corrected
FEC uncorrectable

CRC / link events

dBm dBm

dBm

dBm

HeT HeobbACHEHHOro BANSAHMA

0 unexplained monitor loss
3aasneHHas packet capacity

Bes truncation/alteration
Drops/counters 06b8CHUMbI

HeT nepenyTaHHbIX HanpaBneHnin
Pe3ynbTaT COOTBETCTBYET 3asiBIEHUIO
3anac v overload B gonycke
MoBeneHune u counters AOKYMEHTUPOBaHbI
Gap B npefenax TpebosaHus
Live-path He 3aTpoHyT

HeT ckpbITON Aerpagaunm
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Kputepuu npuemku

Mokasatenb CornacosaHHoe 3HauYeHue

Monitor packet loss 0 HeobBbSACHEHHbIX NoTepb Npu ykasaHHoM traffic profile n duration
Duplicates / reorder 0 nnbo AOKYMEHTMpPOBaHHOE OXnaaemMoe 3HayeHne aggregation/mirroring
Live-path gap npu oTkase . mMCc/______ nakeToB
Optical margin He meHee ___ ab ans kaxaoro TpakTta
FEC/CRC delta He npeBsblwaeT baseline/cornacoBaHHbIli nopor
Timestamp accuracy He xy»e __ HC/MKC/MC Npu yka3aHHOM time source
Soak duration ___ yvacos 6e3 unexplained degradation
PASS/FAIL

Ecnun kputepuii He UMeeT uncna, Npoduns Harpy3kn M MeToaa U3MEpPEHUs, OH He TOAUTCS ANS NPUEMKMU.
®opMynnpoBKa «paboTaeT WTAaTHO» AOJKHA 6biTb 3aMeHeHa M3MepeHHbIM evidence.

HeraTtusHble CueHapuun

m om"naeMoe evidence

Aggregation overload Drops/queues BuanMbI; live-path He 3aTpPOHYT; pe3ynbTaT 06BACHUM.

Tool slow/down Monitor congestion nokanunsosaH; production continuity coxpaHeHa.

Wrong MTU Truncation/drop o6HapyXeHbl CHETYMKAMM M MaKCMManbHbIM test frame.

Power loss/recovery N3mepeHbl 06a gap, link events, PoE n BocctaHoBneHne monitor.

Optical boundary Rx/DOM/FEC noatBepxaatT cornacoBaHHbl margin 6e3 overload.
Maker AOKa3aTe/1bCTB

O Topology, BOM, hardware/firmware revisions n KoHdurypauus.
Traffic profiles, sequence results, drops/reorder/duplicates n raw counters.
Tx/Rx, insertion loss, DOM, FEC/CRC u doTorpadmnm MapKMpoBKMU.

Failure-test timeline ¢ MMnnMcekyHaaMmm, NnakeTaMm M COCTOSSHUSIMU JIMHKA.

O ooao

MoanuncaHHble deviations, risk acceptance, rollback n ntorosbin PASS/FAIL.
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SKCIMNYATALUNA N DKOHOMUKA

Baseline, MOHUTOpPUHI, AnarHocTnka, ponu, TCO n NHBECTULIMOHHOE peLleHne

UTo nepepartb IKcnAyaTauum

Cxema

MacnopT nnHUU
Acceptance report
Runbook
Inventory

Ownership

Observation point, A/B directions, ports, fibers, split ratio, NPB/tools.

PMD, optics, Tx/Rx, loss budget, DOM/FEC baseline n serial numbers.

Traffic profiles, loss/reorder, failure gaps, raw logs u photos.

Normal state, alarm thresholds, troubleshooting u rollback.

TAP modules, chassis, spare units, patch cords n support contacts.

Network, cabling, SOC, tool owner, change manager n vendor support.

PerynsapHble NpoBepKu

[MoCTOsIHHO
ExxemecayHo
ExxekBapTanbHO
ExxerogHo

Mocne nameHeHus

AnarHoctuka

Monitor link, packet rate, drops, NPB queues, tool health n time sync.

Csepka A/B traffic, alarms, inventory u configuration changes.

Capacity peak/Mpps, DOM/FEC trend, patching n spare readiness.

Failure tests, optical cleaning/inspection, RFP assumptions u lifecycle.

Regression ans affected observation point n o6HoBNneHue baseline.

He noaHumaetcs live-link

He BnaHo ogHoro
HanpaBneHus

Drops Tonbko Ha tool
Drops npw aggregation
Poct FEC/CRC nocne TAP
[y6nupoBaHHble NakeTbl

HesepHoe BpemMs

PMD/polarity, low Rx, dirty connector, negotiation

MepenyTaHbl A/B, fiber lane, monitor Rx

Tool/NIC/storage overload

2A+B > egress unm microburst

HepocTtaTouHbI margin/3arpsa3HeHue
Heckonbko observation points nnn SPAN Rx+Tx

Unsynced capture point/clock

DOM/power, swap known-good, endpoint
counters

MapkunpoBaHHbIn test flow n physical trace

NPB egress, NIC ring, CPU/disk counters
Peak/Mpps, queues, watermarks

Power meter, DOM/FEC, clean/inspect
Sequence trace u source mapping

PTP/NTP state, offset n timestamp location

lMpakTnyeckoe pykoBoacTBoO - 2026

24



AKMETPOH | CETEBbIE TAP

RACI

Observation points 1 capacity Network Architecture
ONTUYECKNIA pacyeT U MOHTaX DC/CKC team
Security feeds u retention SOC / Security Architecture
NPB/tool capacity Visibility platform owner
Failure tests Operations / project team
Firmware/lifecycle Platform owner

TCO

Service owners, SOC

Network owner

Privacy/Legal

Tool owners

Service owner n Change Board

Vendor support n b

O6opyanosaHue TAP modules/chassis, copper units, secure/industrial options u spares.
Ontuka n CKC Transceivers, fibers, MPO/LC, panels, cross-connects n MoHTax.

Monitor infrastructure NPB ports, capture NICs, tool licenses, storage u time source.
BHenpeHune Design, maintenance window, lab/PoC, installation wu training.
Jkcnnyataums Support, cleaning, inventory, monitoring, recertification un changes.

Puck Downtime during install, insufficient margin, EoL migration u blind spots.

CpaBHeHue nHBectuuunii TAP n SPAN

HauanbHble 3aTpaTbl O6opynoBaHue, ONTMKA, MOHTaX M OKHO CBob6oaHbIN switch port n nHxeHepHoe Bpems
o . . . Config, drift, noBTopHOe BkntoueHue u platform

OPEX Hu3Kknin ans passive, HO Hy>XeH monitor-chain Iimitsg’ ! P P

Puck foka3aTenbHOCTU Hwxxe npun koppekTHOM PoC 3aBucuT ot platform/load/session

MacwTtabupoBaHue Chassis/NPB/cabling Ports/sessions/fabric/tunnels

Haunyuywwuii cueHapui MOCTOAAHHbIE KPUTUYECKNE TOUKM BpemeHHast anarHoctuka u low-risk links

MHBECTULUMNOHHOE PELUEHME

CpaBHuBaWTe He LieHy nopTa, a CTOMMOCTb rapaHTMPOBaHHOMO pe3yfbTaTta: coverage, COXPaHHOCTb MaKeToB,
BpeMs paccnefoBaHusi, pUck namMeHeHust production-kKoHdUrypaumm n Cpok aKkcrnayaTaumm apxuTekTypbl.
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MATPULIA TPEBOBAHWW RFP

3anosHAEMbI parMeHT 415 3aKynoYHOM AOKYMEHTaLUnmn

m

0643.

R-02

R-03

R-04

R-05

R-06

R-07

R-08

R-09

0643.

0643.

0643.

0643.

0643.

06s3.

06s3.

06ss.

XKenart.

XKenart.

NHbo

Exact media/PMD/connector/polarity COOTBETCTBYIOT NTNUHUMN

Actual network/monitor insertion loss yka3saH

0 unexplained monitor loss npu cornacoBaHHOW Harpyske

Breakout coxpaHsieT HanpaBneHus A/B

Aggregation overload behavior n counters foKyMeHTMpOBaHbI

Failure behavior cootBetcTByeT live-path SLA

Rx-only/data diode noaTBepxaeH, ecnun Tpebyetcs

PoE/jumbo/negotiation noaaepxaHbl Ana copper

HokyMmeHTMpoBaHbl environment ratings 1 warranty

MoaynbHasa nnoTHocTb u front-serviceability

WHTterpaumnsa ¢ NPB n eanHble alarms

Roadmap 400/800G w lifecycle 5 net

Datasheet + inspection

Datasheet + power test

PoC T02-T05

PoC T06

PoC T09

PoC T10-T11

Datasheet + test

PoC + datasheet

Certificates

Inspection

Demo/API

MuncbMo npoussoauTens
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NMPOTOKOJ1 POC

dopMa uKcaunm KOHPUrypaunmm, Harpyskm n pesysbtata

N

Mnowaaka / nuHus

MocTaBwuk / Mogens / part number

Serial / hardware revision

Firmware / management mode

Media / PMD / connector

Split ratio / insertion loss

Network optics / monitor optics

Traffic generator/analyzer

Traffic profile / duration

Cxema / HoOMepa nopToB

OrpaHunyeHuns / ncknyeHns

UTorosaa BeaomMmoCTb

Test ID ﬂ FAIL ®dakTnyeckmii pesynbrar / evidence
TO1 O O

TO02 O O
TO3 O O
TO4 O O
TO5 O O
TO6 O O
TO7 O O
TO8 O O
TO9 O O
T10 O O
T11 O O
T12 O O
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YEK-JINCT NMPUEMKU

MoAnucK BblAATCA Mocne NpoBepku hU3MYECKOro TpakTa, NakeToB, 0TKa3oB U
[OKYMeHTaumnm

O o0oooooooaoad

dakTnyeckas mogenb, hardware revision, firmware n BOM cooTBETCTBYIOT NPOEKTY.
Network/monitor insertion loss u split ratio nogTBep>AeHbl 4OKYMEHTAMN U UBMEPEHUSMMU.
O6a live-path n o6a monitor-path nmeroT cornacosaHHbIN oNTUYECKKUI 3anac.
MonHoaynnekcHbi TecT, IMIX, small packets, jumbo 1 microbursts 3aBepLueHbI.
HanpasneHusa A/B ogHO3Ha4YHO MapkmpoBaHbl U NpoBepeHbl test flows.

Aggregation overload n downstream tool congestion umetoT BuanMble counters/alarms.
Power failure, restoration u tool outage He HapywatoT live-path cBepx gonycka.

Monitor isolation, dusnyeckasn 3awmTta 1 management hardening noaTBep>XaeHbl.

CxeMmbl, baseline, runbook, support contacts v spares nepegaHbl 3KcnayaTaumu.

Retention, goctyn Kk PCAP n Bnagenbubl JaHHbIX COracoBaHbl.

CeTeBOl apxXuTekTop

CKC / onTuyeckast MHdpacTpyKTypa
NHdopmaunoHHas 6e3onacHoCcTb
oKkcnayaTtaums

Bnaneneu cepBuca

PykoBoauTenb npoekTa
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rMOCCAPUN

TepMUHbI PU3NYECKOro AOCTYMNa U CETEBON BUAMMOCTU

TAP CneunanmMsanpoBaHHas TOUKa NOyYEHUSI KOMUKU CETEBOro Tpaduka.

Test Access Port/Point PacnpocTpaHeHHble BapuaHTbl pacwndpoBkn TepMmnHa TAP.

Live-path Pa6ouunit nyTb production traffic Mexay ceTeBbIMM y3namu.

Monitor-path MyTb konuu Tpaduka ot TAP 4O MHCTPyMeHTa.

Breakout PaspenbHbIl BbIBOA HanpaBneHui A—B n B—A.

Aggregation O6beanHeHWe HanpaBfeHUId UM UCTOYHMKOB Ha OA4HOM monitor-egress.

Regeneration Co3faHune HecKoNbKUX MAEHTUYHbBIX Konuii ogHoro feed.

Split ratio Jlons onTUYecKoWn MOLWHOCTU, HanpaBnsemas B network n monitor legs.

Insertion loss MoTepn MOLWHOCTW, BHOCUMbIE KOMMOHEHTOM B ONTUYECKUI TPaKT.

Optical margin 3anac Mexay nosly4YeHHON MOLWHOCTbIO U MUHMUMasIbHOW YyBCTBUTENIbHOCTbIO RX.

PMD Physical Medium Dependent — kKoHKpeTHas ¢usnyeckas peanmsaums Ethernet-uHtepdelrica.
PAM4 YeTblpexypoBHeBas aMnNAMTyAHas MOAYNSLUUS, UCMONb3yeMas B BbICOKOCKOPOCTHbIX MHTepdencax.
FEC Forward Error Correction — koppekuus ownbok Ha dpusnyeckom/PCS yposHe.

DOM/DDM LindpoBOli MOHUTOPUHT NapaMeTpoB ONTUYECKOro TpaHcMBepa.

SPAN 3epkanupoBaHue Tpaduka cpeacTBamMnm KoOMMyTaTopa.

ERSPAN YnaneHHoe 3epkanupoBaHue ¢ nHkancynsumei yepes IP/GRE.

VTAP [MporpaMMHbI UM BUPTYyanbHbI UCTOYHMK konun workload traffic.

NPB Network Packet Broker — dwunbTpaums, npeobpasoBaHune 1 AoCTaBka KOMW MHCTPYMEHTaM.
Data diode dun3snyeckoe orpaHuyeHne nepegayv B O4HOM HanpaBieHUu.

Fail-to-wire CoxpaHeHwne 3/1eKTPUYEeCcKoro coeanHeHuns network ports npu otkase aktmsHoro TAP.
Fail-open Mpu oTka3ze inline-dyHkumm production traffic npogonkaet npoxoanTte.

Mpps MUNNNOHBLI NaKeTOB B CEKYHAY.

IMIX CMecb pa3MepoB NakeToB, NpUbANXKEHHas K peanbHOMy TpaduKy.

Soak test MpoaonxuTenbHoe UCMbITaHWe CMELIaHHOW Harpy3Kol Ans BbISIBNIEHWUS CKPbITON Aerpajauunu.
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NMCTOYHHUKMHA

CTaHAapThbl M akTyasibHble oduLManbHble MaTepuasbl, NPOBEPEHHbIE NMPU NOATOTOBKE
[OKYMeHTa

[1] IEEE 802.3df-2024 — 800 Gb/s and 1.6 Tb/s Ethernet
https://standards.ieee.org/ieee/802.3df/11107/

[2] Cisco — Introduction to Optical Fibers, dB, Attenuation and Measurements
https://www.cisco.com/c/en/us/support/docs/optical/synchronous-digital-hierarchy-sdh/29000-db-29000.html

[3] Cisco — Passive Optical Networks: Cabling Considerations
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-pon-series/nb-06-cat-pon-wp-cte-en.html

[4] Keysight — Ixia Flex Taps: Insertion Loss Data
https://www.keysight.com/us/en/assets/7019-0292/technical-overviews/Flex-Tap-Insertion-Loss-Calculator.pdf

[5] Cisco Catalyst — Switch Port Analyzer (SPAN)

https://www.cisco.com/c/en/us/td/docs/switches/lan/c9000/mgmt/management-configuration-quide/span.html

[6] Cisco Nexus 9000 — Switched Port Analyzer

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/106x/config-guides/sys-mgmt/cisco-nexus-9000-
series-nx-0s-system-management-configuration-guide-release-106x/m-configuring-span.html

[7] AWS — Traffic Mirroring limitations
https://docs.aws.amazon.com/vpc/latest/mirroring/traffic-mirroring-network-limitations.html

[8] NIST SP 1800-37 — Addressing Visibility Challenges with TLS 1.3
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-37.pdf

[9] Keysight — Network Taps portfolio
https://www.keysight.com/us/en/products/network-visibility/network-taps.html

[10] Keysight — Flex Tap II
https://www.keysight.com/us/en/assets/3122-2120/data-sheets/Flex-Tap-1I.pdf

[11] Keysight — IxTap Copper Tap
https://www.keysight.com/us/en/assets/3120-1421/data-sheets/IxTap-Copper-Tap.pdf

[12] Keysight — Patch Taps
https://www.keysight.com/us/en/products/network-visibility/network-taps/patch-taps.html

[13] Keysight — Tough Taps
https://www.keysight.com/us/en/products/network-visibility/network-taps/tough-taps.html

[14] Keysight — Difference between Network TAP and SPAN Port
https://www.keysight.com/us/en/library/demos/product-tour/difference-between-network-tap-and-span-port.html

[15] RFC 8446 — TLS 1.3
https://www.rfc-editor.org/info/rfc8446

[16] RFC 9000 — QUIC
https://www.rfc-editor.org/info/rfc9000

NcTouHnkn npoBepeHbl B aBrycte 2026 roga. MNepen 3akynko HEO6X0AMMO NMOBTOPHO MPOBEPUTL TEKYLLUE
datasheet, release notes, compatibility matrix, part numbers n koMmmepueckyto cneundunkaumto.
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